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About me

Sources Pixabay - CC0; Jochen Spangenberg; DJ;, EDMO; CEDMO; GADMO, vera.ai, FUB, DW



Expectation management 
(“what‘s in a title…?”)

• Technological developments / advances …
• Disinformation … 
• Verification …
• AI … 

Source: Ppenguin



Challenges

• Super fast-changing 
environment

• New tools / services / models 
on an almost weekly basis

• Keeping an overview
&

• Not bore you!

Source: Pixabay



My approach (and aim) generally today

• Contextualize
• Provide a selection of examples 
• Give food for thought
• Discuss
•

Source: Jochen Spangenberg



In particular, I will try and

• take a glimpse at the situation overall
• look at a selection of developments regarding the spread of 

disinformation (facilitated by tech / AI)
• provide examples
• put this into a journalistic context
• show selected works and outcomes from a research project 

(vera.ai) that support in verification and countering disinformation
• raise issues for debate
• do all that without being a tech expert

Source:  Agence Olloweb via Unsplash

https://unsplash.com/de/@olloweb?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/de/fotos/d9ILr-dbEdg?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText


Let‘s get started!Source: Unsplash



8Source: World Economic Forum Global Risks report 2025 https://reports.weforum.org/docs/WEF_Global_Risks_Report_2025.pdf

Pressing concerns

https://reports.weforum.org/docs/WEF_Global_Risks_Report_2025.pdf
https://reports.weforum.org/docs/WEF_Global_Risks_Report_2025.pdf


Source:Business Insider



What we’re seeing



Brussels, Belgium
21 Mar 2016

Source: Screenshot of video by
Pinchas Kopferstein.
On YouTube here.

Digital content as a news and information (re)source. OR
The value of digital media (UGC) for news (reporting)

Kabul, Afghanistan 
16 Aug 2021

Source: Screenshot from video
uploaded by an anknown source

Poltava, Ukraine,
1 Feb 2025

Source: Ukrainian emergency services, 
via Telegram

Nasser Hospital, Gaza City,
25 Aug 2025

Source: unknown. Verified by BBC Verify.
On YouTube here

https://www.youtube.com/watch?v=Is4AAcE-Ilo
https://www.youtube.com/watch?v=5vA3l3UZmbI


Tech getting more and more “sophisticated”

Source: automatically created with  Midjourney v5, by Eliot 
Higgins (shared via Tweet of 21 March 2023)

Source: Comofoto / Adobe Stock (2024). In Adobe Stocks library, the picture contains 
the note – in small writing – that the image was AI-generated

Text to video – Sora AI by Open AI
Prompt: 

A white and orange tabby cat is seen happily darting through a dense 
garden, as if chasing something. Its eyes are wide and happy as it jogs 
forward, scanning the branches, flowers, and leaves as it walks. The 
path is narrow as it makes its way between all the plants. the scene is 
captured from a ground-level angle, following the cat closely, giving a 
low and intimate perspective. The image is cinematic with warm tones 
and a grainy texture. The scattered daylight between the leaves and 
plants above creates a warm contrast, accentuating the cat’s orange 
fur. The shot is clear and sharp, with a shallow depth of field.

Source: Video created using Open AI’s  Sora AI technology 
Source / taken from: Tweet of Ben Nash, taken 17 Feb 2024

Source: AI-generated video, shared by Donald Trump on Truth Social, depicting a “re-
imagined Gaza”. February 2025. On YouTube, with comments by the Guardian. Source: Tweet by US Republican Amy Kremer, 

3 Oct 2024

https://twitter.com/EliotHiggins/status/1637927681734987777
https://twitter.com/bennash/status/1758200859547025779
https://www.youtube.com/watch?v=PslOp883rfI
https://x.com/AmyKremer/status/1841928828576272548




It’s getting serious

Source: EDMO Fact-checking brief No 51 of 15 September 2025 Source: BBC, 21 June 2025

”…the first time we've seen generative AI be used 
at scale during a conflict," 

Emmanuelle Saliba, Chief Investigative Officer 
with analyst group Get Real

https://edmo.eu/wp-content/uploads/2025/09/EDMO-Vertical-51.pdf
https://www.bbc.com/news/articles/c0k78715enxo


No longer like this…

Source: Tweet by HumaZhr of 23 Oct 2023, screenshot taken on 6 Feb 2024. 

https://twitter.com/HumaZhr/status/1717921092633772435


Source: Boom Live / Hanid Farid

https://www.boomlive.in/fact-check/father-holds-children-gaza-israel-hamas-ai-generated-fact-check-23482


Next level

Source: AIwitnessTV (Sep 2025)

https://www.youtube.com/watch?app=desktop&v=RjkxCUjrhro


On and on it goes … 

18
Source: OpenAI announcement, 30 Sep 2025

Prompt: man does a cannonball off diving board

Prompt: a gymnast flips on a balance beam. cinematic



Source: Drew Harwell on TikTok (3 Oct 2025)

According to Drew Harwell, 
‘OpenAI's "guardrails" against 
bad content allow way more 
than you'd expect.’

Source:  Bloomberg (2 Oct 2025)

By the way …

https://www.tiktok.com/@drewharwell/video/7556681820599881015
https://www.bloomberg.com/news/articles/2025-10-02/openai-completes-share-sale-at-record-500-billion-valuation


However
(or: consider as well)



Source: Post by @jcksonhinklle on Twitter, Screenshot taken on 6 Feb 2024

https://twitter.com/jacksonhinklle/status/1723775743216193943


Source: Post by photographer Hassan Ghaedi on Instagram, posted 14 Feb 2020 
(Screenshot taken on 6 Feb 2024, photo taken in June 2016)

Homs, Syria in 
June 2016, NOT 
Gaza
Nov 2023

https://www.instagram.com/p/B8jt4m9JQOayt0noHBn13WrSZ1ZNnHtierncJA0/?igshid=MTc4MmM1YmI2Ng%3D%3D


Back to some (journalistic) basics

Source: Pixabay, CC0

https://pixabay.com/de/users/w100pebble-1724357/


Another “However “… 
(some crucial questions in-between)

• How can journalism keep the pace?
• How to keep up with technological developments? 
• for creation 
• for detection

• What does this mean for society (and democracy)?

Source Pixabay, CC0

https://pixabay.com/de/users/w100pebble-1724357/


“If everybody always lies to you, 
the consequence is not that you 

believe the lies, 
but rather that nobody believes 

anything any longer.”Source: The New York Review

https://www.nybooks.com/articles/1978/10/26/hannah-arendt-from-an-interview/


This is what we are up against



Released in 1987 





The vera.ai project team

14 partners:

8 research organisations (universities, 
research centres)

2 commercial companies with relevant 
products

2 global news and information providers

1 NGO focussed on tackling 
disinformation strategically at EU-level

The world’s biggest association of public 
service media organisations

Project runtime: 15 Sep 2022 – 31 Oct 2025



vera.ai project consortium and goal 

vera.ai is a Horizon Europe project that seeks 
to build professional trustworthy AI solutions 
against advanced disinformation techniques, 
co-created with and for media professionals 
& researchers and to also set the foundation 
for future research in the area of AI against 

disinformation.



● Methods (detection, analysis/enhancement, retrieval) 
● Datasets (research enablers)
● Studies (real-world campaign mapping & analysis)
● Evaluation (involving hundreds of stakeholders/end users)
● Dissemination & Outreach (wide/relevant audience)

● Development / integration of tools 
(supporting media professionals, 
investigators, …)

vera.ai outcomes



Selection of individual tools / components
Forensic trace analysisClassifier flagging persuasion techniques

Social Network Analysis
(tracking Coordinated Inauthentic Behaviour)

Audio analysis



Development, provision and integration of 
selected outcomes / components

Assistant

Platforms

Selection of
vera.ai tools integrated

Verification Plugin

The Verification Plug-in Truly Media The Database of Known Fakes



Next: focus on one platform,
the verification / plug-in

• 170,000 active weekly users
• Available in 10 languages in September 2025: 

English, French, Spanish, Greek, Italian, Arabic, German, Japanese, Hungarian and Portuguese
• Coordinated by AFP



Getting started –
getting the verification / plug-in

Source: Chrome store

https://chrome.google.com/webstore


Getting started –
having the verification / plug-in

Sources: screenshot Chrome browser bar



Getting started – one way

Sources: screenshot Chrome browser bar

Sources: DW website and InVid-WeVerify-vera.ai browser extension



Getting started – another way

Sources: Twitter and InVid-WeVerify-vera.ai browser extension



Very quick walk-through



Very quick walk-through



Very quick walk-through



Very quick walk-through



Very quick walk-through



There’s A LOT in it (here: 4 out of 24)

video analysis
keyframe extraction

image forensics
optical character recognition (OCR)



Advanced tools for journalists



Advanced tools for journalists

Advanced tools 
are reserved for 
factcheckers, 
journalists and 
researchers



If you use it: feedback please! J



Getting to know features & functionalities (1)



Getting to know features & functionalities (2)

Source: AFP (https://digitalcourses.afp.com/)

https://digitalcourses.afp.com/


Getting to know features & functionalities  (3)

Source: AFP (https://digitalcourses.afp.com/)

https://digitalcourses.afp.com/


Getting to know features & functionalities  (4)



Co-financed by the European Union, Horizon Europe programme, 
Grant Agreement No 101070093. 

Additional funding from Innovate UK grant No 10039055 and the 
Swiss State Secretariat for Education, Research and Innovation (SERI) 
under contract No 22.00245 

Website: https://www.veraai.eu/
BlueSky: @vera-ai.bsky.social
X: @veraai_eu
YouTube: https://www.youtube.com/@veraai_eu

For more: 

https://www.veraai.eu/


Rounding up: 
summary & outlook

Source: Pixabay



Limitations, or challenges, of (part)automated / 
AI-supported factchecking and verification
• Accuracy (of tools)
• Transparency (of tools, models, training 

data, …)
• Access (to tools)
• “Lagging behind” (developments)
• Awareness of opportunities and 

shortcomings
• Rules / regulations
• Corporate matters
• … Source: Deepfakestracker

https://deepfakestracker.org/deepfakes-detection-tools/


Outlook 
• Focus on journalism: 

- Don’t throw overboard established – and useful – principles
- Try and keep up with technological developments

• Focus on media organisations:
- Be a facilitator
- Have a clear strategy
- Adapt accordingly, if / when necessary

• Focus on democracy 
- Regulation? (enforcement)
- Role of platforms and providers

• Focus on research: 
- Resources
- Coordination of related efforts 
- Data access

• Focus on factchecking
- Keeping up and get every support possible (from data access to tool usage)
- Not always a pleasant task



Source: Giphy.  CC BY-SA

The business of fact-checking in general 
(with or without AI)…

https://creativecommons.org/licenses/by-sa/3.0/


Do not underestimate the mental toll this can take!

Source: Jacobin, 28 June 2025Source: Dhruti Shah in The Guardian, 16 Feb 2023

https://jacobin.com/2025/06/ai-moderation-ndas-trauma-labor
https://www.theguardian.com/science/2023/feb/16/whats-it-like-when-your-job-involves-wading-through-others-suffering-i-was-left-weeping-and-hopeless


Despite the challenges, is there a choice?

Source: VOX.com

https://www.vox.com/policy-and-politics/2020/1/16/20991816/impeachment-trial-trump-bannon-misinformation


Jochen Spangenberg
Deutsche Welle

LinkedIn: https://www.linkedin.com/in/jospa/
BlueSky: @jospang.bsky.social
X: https://x.com/jospang
Mastodon: https://mas.to/@jospang

https://www.linkedin.com/in/jospa/
https://x.com/jospang
https://mas.to/@jospang


Source: Pixabay, CC0

https://pixabay.com/de/users/w100pebble-1724357/

