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Executive Summary 
Deliverable D2.2 details the main evaluation activities (T2.3) undertaken during the final two years of the 
vera.ai project. It outlines, among other tools and prototypes, how we tackled the challenge of detecting 
synthetic images in real-world scenarios, enhanced video verification with an innovative Keyframes 
Enhancement Service, and built innovative tools for social network analysis despite platforms' reluctance 
to share data. 

Most of our evaluation activities were grounded in real-life fact-checking use cases where our project 
regularly had a strong impact, allowing fact-checkers to debunk fake and AI-generated content more 
effectively. After months of refinement, several vera.ai tools are now used by thousands of fact-checkers, 
journalists, and researchers around the world. 

The project also developed many other prototypes and proofs of concept that were evaluated to upgrade 
and prepare their features for a production environment. In this respect, our project has been a lever for 
advancing verification during a very difficult period for the fact-checking industry, which faces economic 
downsizing, harassment from populist movements, and a disruptive wave of AI-fuelled disinformation. 

Furthermore, we were able to validate and update a design framework for AI-based fact-checking tools 
that can function as a checklist for further developments in this domain. 

We collaborated with France's Viginum agency to perform a quantitative data analysis of all models 
developed by the project to detect synthetic images. This partnership was particularly valued as it helped 
us better assess the recall and precision of our developments. This was crucial for investigating and 
mitigating false positives, which had been a top ethical priority throughout the six evaluations. Our goal 
was to avoid misleading our users while protecting both their reputation and that of the tools themselves. 

Another critical issue we focussed on was the growing weaponization of detection results in the many 
violent and political conflicts shaping our world. By providing better explanations, offering guidelines for 
using the tools, and constantly supporting fact-checking work, we managed to avoid the controversies 
that now arise regularly in disputed elections and war zones across the globe.  

This evaluation work tackled both innovative tools built by the project and the vera.ai enhancement of 
features developed in previous projects. This deliverable is the result of testing vera.ai tools and 
prototypes with two complementary methodologies: design thinking and participatory evaluation.  
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1   Introduction 
This deliverable reports on the evaluation activities of the technologies and tools developed within the 
vera.ai project, conducted throughout six iterative cycles from mid-October 2023 to July 2025, in the last 
two years of the project. 

As stated in the Description of the Action (DoA), the first phase of evaluation cycles aimed to ensure that 
the vera.ai technology is at the desired level of quality and usability. The second phase was conducted on 
a larger scale to evaluate the effectiveness and real-world performance of vera.ai technologies on social 
networks, by collecting usage statistics and qualitative feedback to refine and improve the project’s 
verification features. Overall, the evaluation phase was set out to assess iteratively and together with 
target end-users, how well the tool prototypes were meeting the requirements established in year 1 (cf. 
deliverable D2.1). 

Two complementary methodologies were applied throughout the evaluation: the design thinking testing 
phase (section 3.1) and participatory evaluation (Ehn, 1993) (section 3.2). These approaches ensured both 
a structured, real-world testing process and the active involvement of end-users in shaping and refining 
the tools. 

The tools and services evaluated during the project are described in the following Table 1:  

Table 1 Matrix of the vera.ai tools under evaluation 

vera.ai tools and services GenAI detection tools Analytical support tools and 
services 

Innovative (new) tools Synthetic Image Detector 
(Section 4.1) 
Synthetic Audio Detector 
(Section 4.3) 
 

Credibility Signals (with 
Machine-Generated Text 
Detector, section 5.5) 
Coordinated Sharing Detection 
Service (Section 4.7) 
Temporal Analysis (Section 4.5) 
Audio Provenance (Section 4.2) 
vera.ai Alerts (Section 4.8) 
Claim Extractor (Section 4.9) 

Improved tools (faster, more 
reliable) and enhanced (adding 
more functionalities)  

Image Forensic AI filters (Section 
5.4) 
Deepfake Video Detector 
(Section 5.2) 

Keyframes Selection and 
Enhancement Service (KSE, 
Section 5.1) 
Database of Known Fakes 
(DBKF, Section 5.3) 
CheckGIF (Section 5.5) 
Location Extraction/Geolocalizer 
(Section 5.6) 

This deliverable is divided between innovative tools and services built de novo by the project and tools 
and services launched in previous projects, which have been improved (faster, more reliable) and 
enhanced (adding new functionalities). 
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GenAI detectors are new tools developed within the project to address the growing challenge posed by 
generative artificial content. They are detectors aiming to give at least an indication, at best a clue or even 
a proof that a particular content was made with AI.  

Journalists typically do not solely rely on AI detectors due to the risk of inaccuracies (and potential 
reputation damage) that may arise from their use. Editors are even more cautious. Consequently, media 
editorial guidelines generally advise against using detection tools as sole proof. Instead, these tools should 
serve as additional evidence, providing scientific corroboration to inconsistencies identified through prior 
means. 

However, GenAI introduces an epistemic disruption as the produced content often lacks clear context and 
verifiable origin, making the core work of fact-checkers and journalists significantly more complex and 
time-consuming. 

Regarding GenAI detection tools, particular emphasis has been placed on preventing false positives that 
could mislead end-users and sow more confusion in the digital information landscape. It sometimes 
conducted the consortium to discard some algorithms and to actively retrain models to improve the 
output. 

In the evaluation of the diverse vera.ai analytical support tools and services we put more focus on 
Keyframes Selection and Enhancement Service (KSE), the most widely used feature in the Verification 
Plugin, Database of Known Fakes, also widely used, and the new Credibility Signals and Coordinated 
Sharing Detection Service. 

In this deliverable, we report on the evaluation methodologies applied on the study of all the above 
available tools, the process we followed, and the insights we obtained from end-users that helped to 
improve our tools. 
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2 Deliverable Overview 
In this section we provide insights into the main outcomes of the evaluation; how we worked with users; 
how the evaluation fit within the project, responded to initial year 1 requirements, and interacted with 
other work packages; and a discussion of the impact and contribution to wider research (including peer-
reviewed publications). 

2.1 Main outcomes  

Our project's main success has been its timely response to the challenge posed by realistic GenAI content, 
particularly synthetic images. This disruption is a paradigm shift affecting not just information verification 
specialists but society at large—an understanding we gained over a three-year process of developing and 
testing solutions in close collaboration with these professionals. Generative AI fundamentally upends the 
nature of image verification for end-users. The traditional process of comparing a manipulated file to an 
original, risks becoming obsolete, as GenAI often lacks a traceable origin. Furthermore, AI can generate 
high volumes of fictional content that exceed human verification capabilities and are used to fuel 
disinformation. 

While our approach to tackling generative AI disinformation has shown promise, the challenge remains 
complex and requires continued attention. The challenge is constantly evolving, with hundreds of 
generative models for images, audio, and video being launched at a rapid pace. Compounding the issue, 
digital files shared on social media are often repeatedly copied, degraded, and compressed, which 
complicates the detection of GenAI. 

File format standards are also evolving quickly. For approximately three decades, digital image forensics 
has been predominantly shaped by the characteristics of the JPEG format. However, the emergence of 
high-efficiency formats such as HEIF (promoted by Apple), AVIF, and WebP (promoted by Google) is 
forcing the discipline to urgently overhaul its methodologies and tools. Detecting the subtle traces of 
GenAI on these structurally complex and highly compressed formats is significantly more difficult. 

The probabilistic nature of AI predictions introduces another major hurdle:  the risk of generating false 
positives. This presents a massive challenge for the design, implementation and testing of the AI models 
developed during the project, as we shall see in this Evaluation deliverable.  
 
The false positive dilemma also creates a serious ethical problem when deciding whether to make these 
tools public, given the risk of errors from misuse or over-interpretation. In competing tools observed 
during the project, we have seen how the potential for misuse or over-interpretation has, in political 
contexts, led to the weaponization of detection results. 
 
Although the mitigation of risks to end-users was also a concern in previous projects, it has grown in 
importance due to the increasing complexity of the disinformation landscape and the rise of GenAI, which 
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is disrupting traditional verification methods. In this regard, our initial intervention (with a joint keynote1) 
and participation in the UvA Digital Methods Winter School 20232 dedicated to “the use and misuse of 
Open-Source Intelligence” were instrumental in drawing more attention to this critical issue. 

Beyond GenAI, we have managed to extend social network analysis to detect coordination behaviour, 
even if we were deprived of data access due to changes made by the main platforms to their terms and 
conditions. We also made progress in content analysis (Assistant Credibility Signals and Chatbot). We have 
also improved several important tools for video verification (KSE), image verification (Forensic analysis 
and CheckGIF), knowledge retrieval (DBKF) and location extraction. 

There was additionally strong focus on how to meet the needs of journalistic end users when using AI-
based tools to understand not only the results or outputs, but also how these tools came to such results. 
This was intended to allow users to make informed decisions about whether to rely on a result or not. 
Participatory evaluation sessions provided technical partners with actionable feedback for making tools 
fit into user workflows in a trustworthy and useful way. Furthermore, they allowed the validation and 
updating of a design framework for AI-based fact-checking tools. 

Another significant result is that our project’s work on synthetic image detection and evaluation drew the 
interest of Viginum, France’s public service for vigilance and protection against foreign digital 
interference, leading to a sustained collaboration with AFP Medialab.  

2.1.1 User Feedback Collected Through the vera.ai Survey  

To better understand the impact of vera.ai tools on user satisfaction and feature adoption, the AFP 
Medialab team launched at the IFCN Global Fact 123 conference at the end of June a final survey4 to gather 
feedback from the end-users of the Verification Plugin5 (hereinafter also referred to as the plugin). This 
summary highlights the most significant findings and actionable insights we have gained.  

The survey consisted of 16 questions about the participants, their main occupation, their frequent use of 
the plugin, their personal satisfaction with the toolbox, their evaluation of the new tools, the features’ 
usefulness in their workflow, and more qualitative questions about the user interface, their trust in the 
results or new features they would like to see in updates. At the time of this deliverable’s writing, 72 
participants (fact-checkers, journalists, OSINT investigators, and researchers) have responded. 
Respondents (mainly from AFP, Al Jazeera, dpa, LeadStories, MythDetector, Deutsche Welle, France24, 
etc.) could declare several occupations. Their frequency of use of the plugin, measured on a Likert scale, 
is 3.75 with 19.44% of users using it a lot and 41.67% often. The overall satisfaction measured on the same 
scale reached 3.94 with 12.5% of very satisfied users and 70.83% of satisfied. 

 

 
1 by Kalina Bontcheva and Denis Teyssou: https://u.afp.com/DMI23-Keynote  
2 https://www.digitalmethods.net/Dmi/WinterSchool2023  
3 Global Fact is the main yearly worldwide gathering of fact-checkers. 
4 Online survey: u.afp.com/GF12pluginsurvey  
5 Available on the Chrome store: u.afp.com/plugin  

https://u.afp.com/DMI23-Keynote
https://www.digitalmethods.net/Dmi/WinterSchool2023
http://u.afp.com/GF12pluginsurvey
http://u.afp.com/plugin
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More user feedback was collected about the plugin’s usage in Table 2:  

Table 2 User feedback from 72 participants, measured using a Likert scale 

User feedback Score 

Is the plugin easy to use? 4.18 

Overall user satisfaction with the plugin 3.94 

Are AI detectors easy to understand? 3.93 

Do you trust the plugin results? 3.83 

Is the design appealing? 3.76 

Frequence of use 3.75 

  

The Keyframe Selection and Enhancement (KSE) service, formerly known as Keyframe Fragmentation, has 
been a cornerstone of our video verification plugin since its 2017 launch. It continues to be a critical asset, 
now augmented with valuable AI-driven features that offer end-users additional verification capabilities. 
Underscoring its utility, 47 of 72 surveyed professionals identified keyframes as the plugin's most useful 
feature for their daily work. 

This tool got the highest score of 4.44 out of 5 with 38 survey takers rating it as “excellent”, far ahead of 
the Plugin’s Assistant which got a score of 3.56, CheckGIF (3.51), and Synthetic Image Detection (3.41). All 
the other tools got an above average score but were either less used, with fewer responses, or were not 
immediately perceived as essential in the participants' verification work.  

Table 3 provides the final output of the survey’s participants by tools (as named in the Plugin):  

Table 3 Final survey results by tool 

Tools Score 

Keyframes 4.44 

Assistant 3.56 

CheckGIF 3.51 

Synthetic Image Detection 3.44 

Deepfake Video Detector 3.22 

Geolocation 3.02 

 

We consider the above as a positive indicator for the project, as user appreciation remains inherently 
subjective, often determined by their ability to successfully complete their intended verification tasks, 
including complicated use cases. The user’s experience is therefore directly linked to their operational 
success, making their sentiment about the tools a metric of perceived utility rather than an objective 
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measure of their quality. Several respondents mentioned in the survey an issue with the tool’s inability to 
load or accept certain URLs, especially from Facebook. 

The following chart (Figure 1) summarises the overall appreciation on all the vera.ai features used in 
production through the Verification Plugin. 

 

Figure 1 Chart showing the vera.ai features appreciations of end-users in the final survey 

2.1.2 A Design Framework for Trustworthy-by-Design AI-Based Fact-Checking Tools 

As the notion of trust was central to all discussions with end-users in participatory design sessions (see 
Deliverable D2.1), a concept that quickly emerged from these interactions as a highly relevant one for this 
project was that of ‘trustworthiness by design’, which in software engineering is defined as “ensuring that 
trustworthiness is at the core of design, implementation and maintenance” (Gol Mohammadi, 2019).  

While model performance could be seen as the main aspect of a trustworthy system, end-users tend to 
put strong additional value on softer aspects pertaining to their use of the system: aspects that support 
the process of e.g. confirming results. 

Trustworthiness in qualitative research has been identified as being based on credibility, transferability, 
dependability, and confirmability (Ahmed, 2024). This means, in the case of AI-based verification tools in 
journalistic research, that these demonstrate minimal bias, are consistently applicable in different 
situations, and need to provide as accurate results to its users as possible, as well as display impartiality 
and objectivity. Unlike disinformation agents, our end-users also need to understand not only the results 
but also how the AI-based tool they use led to it, so that they can make informed decisions about whether 
to rely on them. Based on this, on initial results from the participatory design sessions in year 1 (see 
Deliverable D2.1), and on literature about the notion of ‘trustworthiness by design’ in AI systems (Gol 
Mohamadi 2019, Poretschkin et al. 2023, Díaz-Rodríguez et al. 2023, Maia et al. 2024, Berman et al. 2024, 
Sykora 2023, Floridi 2019), we were able to outline an initial design framework for the design of AI-based 
verification tools: one that could potentially meet our target user group’s core needs of trust and 
workflow. As a result of the participatory evaluation activities described below, we validated and refined 
this design framework (see Table 4), which now serves as a check-list of actionable points for future 
developers of AI-based fact-checking tools to consider in similar efforts (Gaye et al., 2025). 
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Table 4 Design framework for AI-based fact-checking tools, based on participatory research results 

Principle Definition 

Usability and effortlessness Tools should be easy to use and immediate to learn, as users do not 
have time for a steep learning curve. 

Speed Tools should allow for quick use. 

Autonomy and control Tools should be usable autonomously without expert support and 
should put users in control of the process. 

Literacy Tools should encourage the user to learn how they work, so they can 
be confident in their results. 

Layers of explainability Tools should provide different layers of complexity in AI models and in 
explaining how they came to a result. 

Familiarity in interpretability Results should be easily interpretable by the end-user and be provided 
by the tools in an accessible and familiar language to them. 

Built-in transparency about 
uncertainties 

Tools should be transparent about error rate, false-positive rates, 
building them as e.g. likelihood ratios into how results are 
represented. 

Verifiability Tools should not only allow for humans to oversee their functioning 
but provide opportunities for cross-checks. 

Augmented performance Tools should rely on and amplify existing user expertise and thereby 
assist users rather than replace them. 

Inclusiveness Tools should be accessible to various abilities and cater to different 
geographical and work cultures. 

Flexibility Tools should allow for ad-hoc paths of use vs. guided ones when used 
in combination with one another. 

Meaningfulness Tools should align what results they display with what users need to 
get. 

Redundancy Tools should use redundant ways of displaying information. 

Seamlessness Going from using one tool to another in the same verification process 
should be seamless. 

Levels of use Tools should provide different levels of use from basic to advanced. 

Empowerment in stakeholder 
engagement 

All relevant stakeholders should not only be engaged in the design 
process, but even gain a level of empowerment over it. 
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We recommend taking a user-centered and participatory approach based on the specific needs and values 
of one’s target group if making use of this design framework. As important as keeping tools up to date by 
making them continuously evolve with the emergence of new forms of disinformation, developers need 
to continuously touch base with their end-users and make them evaluate changes, in order to keep a good 
fit with their professional use – a process that does not end. 

2.2 Working with Users: Profiles, Process and Recruitment 

The evaluation phase of vera.ai involved the target groups defined in the DoA, namely verification 
professionals (mainly fact-checkers, journalists and OSINT investigators working actively in information 
verification, disinformation debunking and digital investigations), journalists and media researchers. 
These included web, TV, radio and press journalists from a variety of public service media organizations 
(such as the BBC, France Televisions, RTVE, ZDF, BR, SRG-SSR, CBC/Radio-Canada, Radio France, DW), fact-
checkers (AFP, France 24 observers, LeadStories, Ghana Fact, Pesacheck, Al Jazeera, Fact Crescendo, 
Boomlive, The Quint, etc.) and academic researchers tackling disinformation (University of Siegen, 
Tecnológico de Monterrey, Ca' Foscari University of Venice).  

To recruit participants beyond large fact-checking newsrooms like AFP, we used a variety of methods. We 
sourced evaluators from the Verification Plugin’s advanced user database, contacted respondents of the 
project survey on user needs6, presented at dissemination events such as EDMO training sessions and 
Global Fact workshops, and leveraged our professional networks. This strategy enabled us to involve both 
users that are already familiar with previous versions of the tools and new ones with less experience of 
them.  

With this approach, the users we work with are fully representative of the user communities that the 
project is set to cater for. Thanks to this diversity of users – in terms of professions, geographical 
distribution and, also, equal gender balance – we were able to study and address user needs across the 
board, and to best tackle the challenge of modalities, forms and propagation of disinformation, which is 
without borders and impacts all aspects of the information landscape. 

Moreover, thanks to the regular and in-depth involvement of our user groups, we were able to stay on 
top of the evolving disinformation landscape and address verification challenges to the best of our 
abilities, for example in terms of those related to GenAI. 

 
6 For the users that have explicitly accepted to be contacted by the vera.ai project. 
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2.3 Evaluation Process with Two Complementary Methodologies 

 

Figure 2 Evaluation within an iterative development process 

In this evaluation phase of the project, we focused on testing tool performance and limitations, as well as 
how they fit into user workflows (Figure 2). 

The technical and design requirements defined in year 1 through large-scale surveys, targeted 
ethnographic studies and participatory design sessions, were provided to technical partners in periodic 
WP2, WP3 and WP4 online meetings. This helped inform iterations of technical development at the start 
of this phase, and insights from co-creation activities lead to new ideas in terms of features and model 
development. Improved prototypes were then evaluated, again with users, and insights fed again to 
technical development in an iterative manner. 

In each iteration cycle, evaluation activities worked closely with the users described above (fact-checkers, 
journalists, researchers) and with usage data to assess how well further developments responded to 
previous requirements. Results were then compiled into thorough reports and lists of action points for 
technical partners and discussed among WP2 partners. By running these evaluations and co-creation 
activities on various specific aspects of prototypes and at different levels of maturity, we ensured that 
users took part in every aspect of the process and that the final results meet their needs as much as 
possible. 

This strategy helped to refine the tools, as well as improve the results and the user experience. It led to 
the improvement and sometimes redesign of tool features such as user interfaces, information 
visualisation, transparent communication about limitations such as error rates and risks of false positives. 
It also provided insights into improving models and workflows, about how to design tools that users 
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consider as trustworthy, and about how to integrate and combine tools within the same platform in a 
coherent way. 

In order for this process to tackle all these aspects, we used two different and complementary approaches 
to assess the tools, each method focusing on various aspects of the development: an iterative beta testing 
in the wild through the Verification Plugin for the evaluation of tools performance and limitations, and a 
participatory approach for the user workflow angle, both with the goal to improve their usability and 
usefulness. The two evaluation approaches are described in more detail in Section 3 of this document. 
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3 Evaluation Methodologies 
This section outlines the two evaluation methodologies we employed as part of our iterative project 
process, beginning with the Design Thinking approach, followed by the Participatory Evaluation. 

3.1 Design Thinking Evaluation  

In the design thinking methodology—used to build the Verification Plugin (formerly The InVID-WeVerify 
browser extension) since its inception in 2017 (Teyssou, 2019) —evaluation is conducted iteratively during 
testing phases. This process validates two key aspects: 

● User focus: Whether the developed prototypes and features are user-centred and solve specific 
user problems effectively (considering efficiency, performance and performativity) in fact-
checking context.  

● Usability: whether the tools are easy and intuitive to use, thereby minimizing the cognitive load 
and interpretive burden on the end-user. 

We ensure efficiency (reliable operation, fast execution, effective error handling), performance 
(scalability, reliability, and precision, particularly regarding false positives), and performativity (the tool's 
ability to optimize end-user verification tasks). This is achieved through a multi-faceted approach, 
including thorough testing with real image to detect false positives, continuous engagement with fact-
checkers (through one-to-one conversations on their “real life” use cases, in-person and online meetings, 
and surveys), and detailed system log analysis (e.g. reviewing API error responses, timeouts, and 
malformed requests). 

This approach involves constant interaction with verification professionals. The interaction involves both 
participant observations, enabling us to gain insights into user behaviours in their daily work, and an 
active, supportive role (intervening as needed) through which we assist users in accomplishing their 
verification goals, mostly by leveraging features being developed within the vera.ai project. Our 
collaborative engagement with end-users across more than 100 interventions throughout the project’s 
lifetime enabled us to build strong ties with a cohort of “lead users”—a concept defined by innovation 
theoretician Eric von Hippel as “users whose present strong needs will become general in a marketplace 
months or years in the future” (von Hippel, 1986). 

The process schema presented in Figure 3 details the three main phases (Inspiration, Ideation, and 
Implementation). Each phase is divided into tasks (circles) while the ellipses symbolise the iterative 
process between those tasks. Understand (user needs), observe (end-users), express (point of view), 
ideate (solutions), prototype (co-creation) and test (evaluation) are all part of WP2. The prototyping is led 
technically by WP5 (Integration) on top of the provided scientific results (from WP3 and WP4). 

The vera.ai features and services integrated into the Verification Plugin have been tested by hundreds of 
these “lead users” during the planned six evaluation phases. Insights from their feedback, observed use 
cases, difficulties, misunderstanding and errors have helped to continuously refine and improve the 
prototypes, with the goal of going beyond proofs of concept and providing an effective solution genuinely 
fitting complex challenges, such as detecting GenAI content in the wild on social networks. 
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Figure 3 View of the Design Thinking Process. (courtesy of © Ecole des Ponts Design school Paris) 

Table 5 lists the consecutive six evaluation cycles organised under WP2 with the evaluated tools, the 
organised side-events and the progression of advanced users involved during each cycle.  

Table 5 Schedule of six evaluation cycles 

Cycles Dates Evaluated tools Comments Users’ 
progression* 

1 Oct 16 - Dec 15, 2023 Synthetic Image Detection 
Credibility Signals 

Includes ESJ Lille 
live demo and 
UvA data sprint 
in January 2024 

77 new registers 
users  

2 Feb 15 - Mar 30, 2024 Synthetic Image Detection 
Deepfake Detection 
KSE 
vera.ai Alerts  
Image Forensic Analysis 

End-user survey 
on synthetic 
images 

38 new registered 
users 

3 May 13 - Jun 21, 2024 Synthetic Image Detection 
Image Forensic Analysis 
Deepfake Detection 
Claim Extractor 
CheckGIF 
Credibility Signals 

Verificathon UvA 
EU Elections 

79 new registered 
users 

4 Oct 14 - Dec 6, 2024 Synthetic Image Detection 
Deepfake Detection 
KSE 
DBKF 
Synthetic Audio Detection 

 87 new registered 
users 

5 Feb 17 - Apr 11, 2025 Synthetic Image Detection 
Synthetic Audio Detection 
Geolocation 
Credibility Signals 

Five new 
algorithms added 

81 new registered 
users 
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6 May 15 - Jul 5, 2025 Synthetic Image Detection 
Geolocation 
Credibility Signals 

Quantitative 
analysis on 
detection and 
false positives 
End-user final 
survey 

81 new registered 
users 

 

The user’s progression is, for each cycle, a measure of the number of new applicants, who registered as 
advanced users in the Verification Plugin during the corresponding period. It only consists of people 
outside the vera.ai consortium. The plugin advanced tools, to which belong most tools developed within 
the project, are only accessible upon registration (to prevent counter-forensics activities and keep the 
computing load manageable and sustainable) and are reserved to journalists, fact-checkers, OSINT 
investigators and researchers working on disinformation. We also granted access to requests by human 
rights defenders, law enforcement and election integrity defenders. 

Before starting the evaluation phase, we had 80 registered beta testers. At the time of writing this 
deliverable, we have a total of 1,388 beta testers (including the 443 registered during the six cycles) using 
the Plugin vera.ai advanced tools.  

During the six individual evaluation cycles, we had an average of 82 unique users and 111 returning users 
per cycle, which represents in total 490 unique testers from Europe (59%), Asia (18%) and North America 
(17%), according to the Plugin’s Matomo analytic software. The above figures do not consider KSE and the 
Plugin Assistant Credibility Signals which are fully open at the end of the project (without any registration) 
and are registering respectively 5500 and 1300 requests per month. 

3.2 Participatory Evaluation  

In parallel to the approach described above and as part of the iterative process, the participatory side of 
the evaluation phase (led by DW and EBU) consisted of qualitative studies focused specifically on user 
interaction with, and experience of the prototypes. This followed the participatory design phase in year 1 
and aimed to determine the success of implementations for these services in relation to the design 
requirements defined in T2.1. This was done from the perspective of all involved stakeholders – in 
particular with regard to users’ professional workflows and to incorporating the tools within these 
workflows rather than requiring users to change them. This process led to the development of a design 
framework for the development of AI-based tools for fact-checking that are ‘trustworthy by design’ (see 
section 2.1.2). 

A participatory methodology requires bringing in end-users as active participants and vital stakeholders 
in this evaluation process: rather than developing the tools for them, these are developed and evaluated 
with them. Discussions among stakeholders should be in-depth, and happen on an equal footing. 
Participants take part in not only testing prototypes (at various levels of readiness, from mock-ups to 
advanced functional prototypes), but also in establishing evaluation criteria, and assessing whether these 
criteria were met in each iteration of the prototypes, from their own perspective. Some key techniques 
of participation in this context, which were used in this project, included: a) ensuring a common language 
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among the participants devoid of jargon, and b) engaging them in the evaluation process and decision-
making as actively as possible, on an equal-foot basis, and c) better understanding the context of use and 
people’s workflow and processes within it. 

The initial participatory design workshop series in year 1 had led to a number of user-centred design 
requirements, such as the need to provide access points for cross-examination; to adapt terminologies, 
information visualisation, and symbolic representations to ones that users are familiar with; for 
transparency regarding uncertainties; to provide redundant paths of interaction; and to make sure that 
users understand what they can expect from the AI model that the tool is built on. The participatory 
evaluation process was therefore set to assess how well the implementation of the design requirements 
matched these needs. Activities were thus centred on questions of workflow, literacy and trust (e.g. how 
tools would fit into user workflows and professional needs), as well as usability, transparency, 
explainability, interpretability, integration, modes of operations – all essential aspects when it comes to 
improving the usefulness and relevance of the tools developed in the project, and guarantee adoption 
from the target end-user group. 

Online participatory evaluations were set from the second year of the project, to determine how 
prototypes fit user expectations and requirements. They also provided space for further exchanges 
between end-users and developers to foster a mutual understanding. While most of these end-users came 
from the original pool of participants of the project’s first year, new end-users were brought in on a regular 
basis. Herewith, feedback loops and progress assessment were possible, as well as fresh perspectives. 
Overall, 52 individual testers contributed with written and oral qualitative feedback to the participatory 
evaluation sessions. Many of them did so in several sessions, resulting in 90 data points. 

Since research focus, prototyping dimensions, and state of maturity varied among the services being 
evaluated, each of these evaluations was set-up slightly differently but along the lines of an initial internal 
testing to iron out minor usability issues that might get in the way of the evaluation; long-term 
asynchronous testing by participants and feedback; and/or follow-up sessions based on these responses, 
aiming at the collective in-depth exploration of emerged themes. Participants were provided with basic 
instructions and the prototype in question to test asynchronously in their own times, applying user 
scenarios in exercises and using them in their daily work, generally over a period of two weeks. During 
this time, users filled in qualitative questionnaires that served as a basis for group discussions amongst 
them and developers. After each evaluation, insights were translated into a report and series of action 
points for the developer’s team to implement, such as modifications to the user interface, simplifying 
steps of use, adding functionalities, and more. 
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4 vera.ai Innovative Features  
This section outlines the evaluation activities of the innovative features developed by the vera.ai project. 

We start with Synthetic Image Detection, tackling a disruptive trend in (dis)-information production that 
broke soon after the project’s start and in which our scientific partners already had valuable expertise.  

We then report on evaluation work performed on audio tools (Audio Provenance and Synthetic Audio 
Detection), on information spread, from the perspective of coordinated sharing on social media and of 
the temporal spread of news topics across media organisations, as well as the vera AI Alerts aiming to 
detect automatically coordinated behaviour and the chatbot integrated into the Verification Plugin. 

4.1 Synthetic Image Detection  

The “boom” of AI image generation by the public took off after the launch of the vera.ai project, in late 
2022 and early 2023, namely with the rise of Midjourney and Dall-E 2. Their accessibility, ease of use and 
social media impact contributed to this sudden rise, which involved the widespread distribution of fake 
images used for propaganda, destabilization or smearing.  

As AI-generated images are created by models without (most of the time) any traceable origin and no 
reality, their verification remains very challenging: it requires other strategies than the traditional reverse 
image query on search engines to determine if the image already exists in another context.  

Given this situation, the synthetic image detectors were heavily tested during all the six cycles, all through 
the Verification Plugin integration and the design thinking methodology.  

 

Figure 4 View of the geographic origin of the Synthetic Image Detection queries made during the six cycles (coming from 6000 
unique IP addresses) 

The above Figure 4 shows the geographic origin of the queries made by more than 6,000 unique IP 
addresses on the Synthetic Images Detection Service through the Verification Plugin, after eliminating the 
automated quantitative tests of cycle 6. 
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The first evaluation cycle was conducted with plugin releases v0.77 (October 11, 2023) and v0.77.2 
(October 20, 2023). A total of 511 queries on the synthetic image services were made during this period.  

The key findings of those early tests were:  

● Difficulties were reported by participants to detect synthetic images created through Adobe 
Firefly or Playground AI, as well as images circulating on the Telegram platform.  

● Images taken directly from the AI-generator (MidJourney, Dall-E) are better detected than later 
copies posted to social networks. This was particularly evident in an event at ESJ Lille School of 
Journalism, on November 16, 2023 where, in front of 160 students gathered in an amphitheatre, 
French photographer Gerald Holubowicz (Synth Media) showcased how to create synthetic image 
with Midjourney and Dall-E, while Denis Teyssou and a group of students were trying to detect 
them live with the Verification Plugin. 

Figure 5 below shows how an image created and shared on the Midjourney discord channel was fully 
detected (100% result) by the UNINA Latent Diffusion Model algorithm (LDM). 

 

Figure 5 Screenshot of the Verification Plugin synthetic image detector 

● Remarks on the limited information provided in the interface (the first prototype was re-using the 
forensic display of results with a progressive mako7 colormap). 

● A wide variety of photo formats (WebP, AVIF, HEIF) were found in usage data and were tested 
with lower results, during a Bellingcat hackathon at UvA in November 2023. 

● Results variability between copies of the same image. 

 
7 https://cmap-docs.readthedocs.io/en/latest/catalog/sequential/seaborn:mako/  

https://cmap-docs.readthedocs.io/en/latest/catalog/sequential/seaborn:mako/
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As the main algorithms were trained with synthetic images and forensic traces left by image generators, 
the latter point was particularly interesting to investigate as the widespread duplication of images on 
social media platforms posed a substantial usability issue for end-users.  

We decided to tackle this immediately after cycle 1, by conducting a data sprint analysis workshop at 
University of Amsterdam Digital Methods Initiative (DMI) Winter School in January 2024. Analysing several 
images and their hundreds of copies circulating on social media, especially linked to Israel's war on Gaza, 
helped us to better understand the current limitations of our detection capabilities and to confirm that 
the detection rate decreases in time and most frequently with image geometric changes and degraded 
quality. The results, available on DMI website8, led to the publication of a research paper (Karageogiou et 
al., 2024) presented at Trust What You learN (TWYN) ECCV 2024 Workshop. 

In our research, we found that the first images indexed on Google, using the Google Fact Check Explorer 
Image Contexts (a tool in beta access), gave substantially better detection results. We therefore regularly 
shared the tip of trying to find an image the closest to the source/first indexation in all our training sessions 
with fact-checkers (including EDMO training and IFCN Global Fact workshop). 

In the same data sprint, our multidisciplinary team (with vera.ai partners AFP, UvA, CERTH and ENS) 
ideated a technical solution to overcome this variability of results by archiving all the positive detections, 
above or equal to a 0.70 score using the CERTH Near-Duplicate Detection (NDD) service. It allows image 
similarity search to store and retrieve any detected copy of an image submitted through the Verification 
Plugin, and to populate positive detection samples retrieved by other users trying to verify a very similar 
image. The service returns the detection score, the algorithm used as well as a link to the analysed 
content. This improvement (Figure 6) was finally released, after co-creation and evaluation with lead 
users, in the Verification Plugin v0.82 in October 2024.  

 

Figure 6 Functional overview of the use of the NDD service to populate true positive results 

 
8 https://www.digitalmethods.net/Dmi/WinterSchool2024SyntheticImages  

https://www.digitalmethods.net/Dmi/WinterSchool2024SyntheticImages
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During cycle 2, two new algorithms ProGAN and ADM (Adaptive Diffusion Model) were added to the 
toolbox (v0.78 in February 2024) and immediately tested. Both were able to detect GAN images9, which 
nevertheless are rather scarce on social media since the rise of Diffusion Models (MidJourney, Dall-E and 
others).  

 

Figure 7 Juxtaposition of an ADM-detected fake image of Donald Trump and an ADM false positive on Michelle Obama as a child 

In our tests, ADM showed a different performance profile increasing its recall of synthetic images 
(compared to the previous LDM) but decreasing precision by generating false positives on real images (see 
Figure 7), while no such false positives were previously found with LDM. For this reason, ADM testing was 
kept within the consortium to avoid end-users making mistakes and flagging as AI-generated legitimate 
content.  

Meanwhile, the LDM algorithm started to be adopted by fact-checkers to debunk disinformation like in a 
fake news campaign against a farmers protest in India10. Verification Plugin developer Valentin Porcellini 
(AFP) was interviewed on the results of the vera.ai feature, initiating a trend among fact-checkers 
consulting external experts to deepen their understanding of the AI-detection toolbox. 

We completed this cycle with a short anonymous usability survey, essentially aimed at fact-checkers, to 
ask them if they found the feature helpful, useful (for them), explainable and unambiguous. We then 
encouraged them to share any issue they may have encountered with the tool and any suggestion for 
improvement.  

Using the UEQ+ analysis method11, we grouped our questions under two categories: Response quality and 
Comprehensibility. On 30 responses (see Figure 8), the consistency of the scale was positive with a 
Cronbach Alpha coefficient respectively of 0.96 and 0.9512. Results showed a mean at 0.97 on the 
Response Quality (measured on helpfulness and usefulness of the feature) versus -0.05 on 
Comprehensibility (explainable and unambiguous) for an overall KPI of 0.45 (with a standard deviation of 
1.33).  

 
9 Generative Adversarial Network (GAN) consisting of two adversarial networks (a generator and a discriminator) 
competing against each other. Reference: https://en.wikipedia.org/wiki/Generative_adversarial_network  
10 https://observers.france24.com/en/fake-news-campaign-targets-protesting-indian-farmers  
11 https://ueqplus.ueq-research.org/  
12 Above 0.70 is generally considered as consistent according to the UEQ+ methodology. 

https://en.wikipedia.org/wiki/Generative_adversarial_network
https://observers.france24.com/en/fake-news-campaign-targets-protesting-indian-farmers
https://ueqplus.ueq-research.org/
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Figure 8 Graph showing the outcome of the Synthetic Image Detection usability survey (UEQ+ methodology) 

The qualitative comments shed light on the above results. Fact-checkers had difficulties interpreting the 
coloured bar (inherited from the forensic tool), which indicates the result of the detection. Others 
reported that the toolbox was not detecting ChatGPT Pro (DALL-E) generated images. Very few advanced 
lead users, who had access to the new algorithms, found rapidly false positives with ADM and reported 
that this undermined their confidence in using the feature in a fact-checking production context.  

The results of the survey were discussed during the February 2024 consortium plenary meeting in 
Thessaloniki, and we held an online co-creation session between partners to provide more explanations 
and affordances (gauge, scale and key findings). Those improvements on mock-ups were integrated and 
validated again by lead users in the following cycle 3.  

Two new algorithms (ProGAN Rine and LDM Rine) were integrated into the API and the Verification Plugin 
to be tested during the third evaluation cycle. We performed false positives testing by proactively using 
news photos from reputed media organisations to find vulnerabilities. Unfortunately, testing several news 
photos often converted on the fly to the WebP format, on NYTimes or Reuters websites, resulted in 
several false positives. 
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Figure 9 View of a ProGAN Rine false positive detection through the Verification Plugin 

The above example (Figure 9) coming from a picture shared on X is particularly problematic, as it 
represents Kamala Harris’s first rally during the 2024 US Elections campaign in Detroit. Donald Trump 
accused his opponent of manipulating this picture with AI to increase the crowd size. This statement was 
baseless and other footage confirmed that this picture was not manipulated13.  

Nevertheless, a U.S. academic initiative launched to detect deepfakes during the election campaign falsely 
flagged the image as AI-generated. This incorrect assessment caused confusion for 24 hours before it was 
retracted following a human verifier's review.  

While a media organisation risks its reputation by using such a false positive in its fact-checking, the result 
can also be weaponised by a political side to sow confusion rather than establish facts. In the realm of 
international politics, this example underscores the critical importance of avoiding false positives. It is a 
profound ethical dilemma, as it inherently risks misinforming users and undermining the very purpose of 
the tool. 

The production version of the Verification Plugin opened to fact-checkers did not include the above 
experimental algorithm. The Observers of France 24 external TV broadcaster used it (Figure 10) 
unexpectedly14 as a clue that the above image was “unlikely” AI-generated15.  

 

 
13 https://factcheck.afp.com/doc.afp.com.36E79DM  
14 Following the principle of falsifiability, the plugin is designed to help end-users debunk fake content, rather than 
confirming its authenticity. 
15https://observers.france24.com/en/sorry-trump-the-crowd-that-gathered-to-see-kamala-harris-wasn-t-ai-
generated   

https://factcheck.afp.com/doc.afp.com.36E79DM
https://observers.france24.com/en/sorry-trump-the-crowd-that-gathered-to-see-kamala-harris-wasn-t-ai-generated
https://observers.france24.com/en/sorry-trump-the-crowd-that-gathered-to-see-kamala-harris-wasn-t-ai-generated
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Figure 10 View of the plugin interface on the same picture with a correct True Negative 

During the same cycle, we validated with lead users in a co-creation workshop at AFP a second version of 
the synthetic image detection graphical user interface (within the Verification Plugin) providing a clearer 
and more documented result as well as more affordances, to support fact-checkers. Figure 11 shows the 
result achieved for the synthetic image detection interface v2.  

 

Figure 11 View of the Synthetic Image Detection service on an AI-generated image of Julian Assange 
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On 6-7 of June 2024, partner UvA organised a “verificathon” on GenAI and Elections before the EU 
election. Polish fact-checker Demagog and EU non-profit organisation AI Forensics, specialized in platform 
algorithms accountability, joined forces with vera.ai partners UvA and AFP and 17 journalists from media 
organisations and researchers from various institutions. Analysing the political communication of alt-right 
on social media, we discovered a rather extensive usage of GenAI to create illustrations for the political 
campaign (Figure 12 below).  

 

Figure 12 GenAI image used by French Rassemblement National during the EU Election campaign 

We found that AI-generated images were unlabelled, and their synthetic nature went unquestioned in 
comments. The findings of this data sprint reached several prominent media organisations with articles 
in Le Monde, Politico, Euronews and Demagog.pl.  

In cycle 4, we focused on testing new algorithms specifically trained to detect WebP AI-generated images 
and the existing toolbox to detect Grok generated images, given that, unlike its competitors ChatGPT or 
Gemini, xAI16 did not implement any guardrails, making it a good candidate to spread disinformation 
without any limitation.  

To be able to compare our detection capabilities between JPEG and WebP images, we took images 
detected in previous cycles in the former format and converted them to WebP using Image Magick17 
before running the WebP algorithms on the resulting pictures.  

Using this method, we found systematically a lower score in WebP format than in JPEG format, often 
below the empirical detection threshold of 0.70, as Figure 13 illustrates.  

 
16 xAI is the artificial intelligence company founded by Elon Musk that developed the conversational AI chatbot, Grok. 
17 https://github.com/ImageMagick/ImageMagick  

https://github.com/ImageMagick/ImageMagick
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Figure 13 Annotated screenshot shared with WP3 on the WebP detection 

Then we compared the available algorithms by running a benchmark on a small dataset of 67 
photorealistic images, split between 34 real and 33 synthetically generated. The synthetic images were 
retrieved from fact-checks for the images generated by Google’s AI, while others were generated by Grok 
using prompts written by Mistral AI that described real news agency pictures. LDM performed again best 
on the real and fake datasets, while ADM, LDM Rine and ProGAN Rine had respectively 6 (17,64%), 4 
(11,76%) and 9 (26,47%) false positives making them unusable in a fact-checking context.  

During the same period, several other publications featured the GenAI images detection such as AFP 
Factcheck18 (also published on MSN and Yahoo), Factuel19 and GhanaFact20.  

In cycle 5, we tested the newly released algorithms (ITW RINE and ITW SPAI from CERTH, ITW meaning In 
the Wild) using the same double dataset (fake and real) from the previous cycle. ITW Rine was integrated 
in the plugin version v0.84 in mid-February 2025 and ITW SPAI in v0.84.1 in early April. ITW Rine, after 
retraining during the cycle, and LDM performed best on detecting fake images (at around 50% detection), 
and ITW SPAI and LDM performed best by having zero false positives. ITW Rine had one unexplained false 
positive on a copy spreading on X of the viral AFP picture of Elon Musk performing a “Roman salute” after 
Donald Trump’s victory in the US Elections. Another key finding is that LDM showed better generalisation 
on newly created Grok3 pictures.  

We also started to evaluate the automated AI-based label introduced by CERTH to replace the initial 
probability scoring and we used a development version of the plugin to test three more algorithms 
presented by GRIP-UNINA during the Naples February plenary meeting.  

 
18 https://factcheck.afp.com/doc.afp.com.36VU6WD  
19 https://factuel.afp.com/doc.afp.com.36UC3XN  
20 https://ghanafact.com/fact-check-photo-of-popular-nigerian-pastor-enoch-adeboye-in-an-islamic-veil-is-ai-
generated/  

https://factcheck.afp.com/doc.afp.com.36VU6WD
https://factuel.afp.com/doc.afp.com.36UC3XN
https://ghanafact.com/fact-check-photo-of-popular-nigerian-pastor-enoch-adeboye-in-an-islamic-veil-is-ai-generated/
https://ghanafact.com/fact-check-photo-of-popular-nigerian-pastor-enoch-adeboye-in-an-islamic-veil-is-ai-generated/
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Testing AFP real pictures, we unfortunately found several false positives but also much better results on 
previously undetected synthetic images (Figure 14). 

 

Figure 14 View of a restitution slide of evaluation cycle 5 

Confronted with the dilemma of finding the best detection methods – some offering improved recall on 
synthetic images but concurrently increasing the false positive rate (thereby diminishing precision and 
potentially misguiding end-users) – we decided in our last evaluation cycle to automate our evaluations 
on a larger scale, across a more substantial volume of several hundred images, using our plugin 
middleware and a Python script. This effort incorporated not only the various datasets collected during 
the project but also a larger dataset made accessible by Truemedia.org21. 

As one of our main goals in this last cycle was to better evaluate the false positive rate, we used all the 
images real or fake with comments on their origin to investigate further the quality of the data. We found 
and corrected a few errors to finally keep a real image subset composed of 336 images and a fake image 
subset consisting of 535 images (both in JPEG format). We encountered several issues with the API as it 
returned errors up to 22% for some models due to the too small or too big file sizes (above 2Mpix for the 
GRIP family of models).  

The following Table 6 shows the results obtained with the detection of our real images dataset. The main 
findings are:  

● LDM has the lowest false positives (FPR) rate, half the score of the follower ITW RINE. 
● The use of computed labels instead of probabilistic scores increases the FPR for ProGAN, LDM, 

ITW RINE, ITW SPAI and decreases it for the Bfree family. 
● The new algorithms have a false positive rate ranging from 5.65% up to 16.07%. 

 
21 https://huggingface.co/datasets/nuriachandra/Deepfake-Eval-2024  

https://huggingface.co/datasets/nuriachandra/Deepfake-Eval-2024
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As LDM did not show any false positives in our previous testing (and is the main algorithm accessible by 
end-users through the Verification Plugin), we checked the authenticity of the three photos detected as 
AI-generated. All of them are quite pixelated and are detected as “very likely resampled” by the Image 
Resampling Detection via Spectral Correlation and False Alarm Control of partner ENS. Early indexed 
copies in better resolution of one of those pictures, depicting a Turkish shooter at the Paris Olympic 
Games, were not detected as AI-generated. Another picture, released by AP news agency from Moscow 
Meshchansky District Court Press Service, featured a US citizen facing charges in a Russian tribunal. Equally 
pixelated, this picture is signed in the middle with a Russian tribunal QR code. The last one, two women 
holding a handmade banner (from 2020) in support of Donald Trump, shows various alterations in image 
forensics analysis.  

Therefore, the authenticity and the provenance of those three “false positives” are not clearly 
demonstrated, which seems to acknowledge the precision of the LDM algorithm. At the time of this 
deliverable’s writing, the investigation of the remaining algorithms’ false positives is still ongoing to try to 
determine if we can safely open them to end-users. ProGAN Grip results are explained by the fact that 
this model only detects GAN-generated content, a technology much less common than the more modern 
diffusion models. 

Table 6 Results of the TrueMedia real images dataset (336 JPEG) 

Algorithms / results false positive FPR (%) 

Label ProGAN Grip 33 9.82 

LDM GRIP 3.00 0.89 

Label LDM Grip 17 8.04 

ITW RINE 6.00 2.61 

Label ITW RINE 15 4.46 

ITW_SPAI 19.00 5.65 

Label ITW_SPAI 25 7.44 

B-Free 47.00 13.99 

Label B-Free 19 5.65 

DINO-multiGen 19.00 5.65 

Label DINO-multiGen 13 3.87 

B-Free-SigLIP 54.00 16.07 

Label B-Free-SigLIP 12 3.57 

 

Regarding recall, the new algorithms performed much better. Table 7 below shows the results obtained 
on the TrueMedia fake images (with comments) JPEG dataset. Similarly, we present both the probabilistic 
scores and the AI-generated labels. 
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The main findings are: 

● LDM has a low recall in the wild, which is not a surprise, as it is trained with fake images and 
forensic traces left by generators and we regularly recommend to fact-checkers to use early 
indexed previous copies of images to use this algorithm. 

● The best recall rates are achieved by Bfree-dino and DINO-multiGen with scores above 60%. 

Table 7 Results of the TrueMedia fake images dataset (535 JPEG) 

Algorithms Detections Recall rate 

LDM GRIP 91.00 17.01 

Label LDM Grip 285.00 53.27102804 

ITW RINE 287.00 52.28 

Label ITW RINE 338.00 61.56648452 

ITW_SPAI 280.00 51.00 

Label ITW_SPAI 313.00 57.01275046 

B-Free 358.00 66.92 

Label B-Free 292.00 54.57943925 

DINO-multiGen 347.00 64.86 

Label DINO-multiGen 323.00 60.37383178 

B-Free (SigLIP) 313.00 58.50 

Label B-Free (SigLIP) 197.00 36.82242991 

 

After participating in several conferences – EU DisinfoLab Conference in Riga (October 2024), Paris AI 
Summit (February 2025), and Infox sur Seine (March 2025) – with data scientists of the French public FIMI 
agency Viginum, we were contacted by them to test the vera.ai algorithms through the Verification Plugin 
middleware. This evaluation took place in July and August 2025.  

Viginum tested 2,691 pictures, including the whole Deepfake-Eval-2024 dataset and the AMMeBa 
dataset22 with in total 1,346 fake images and 1,345 reals. They also encountered errors returned by the 
API (12.6% for Grip’s models and 4.3% for Mever’s models). 

Their results confirm on a larger scale the previous findings. LDM, beyond the specialized WebP model, 
achieves the lowest false positives but is being largely distanced by DINO-multiGen, ITW Rine and ITW 
SPAI in recall.  

Figure 15 below shows the Receiver Operating Characteristic, or ROC curve of all available vera.ai models, 
aiming to assess their overall performance on the test dataset. The Area Under the Curve (AUC) gives a 
single score summarizing the overall prediction capacity of the models. The Mever models ITW SPAI and 

 
22 https://www.kaggle.com/datasets/googleai/in-the-wild-misinformation-media  

https://www.kaggle.com/datasets/googleai/in-the-wild-misinformation-media
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ITW Rine achieved the best AUC (0.89) on the dataset, ahead of DINO-multiGen that have a lower false 
positive rate. 

 

Figure 15 ROC curves obtained by Viginum on the vera.ai synthetic images detection API 

 

The Precision-Recall Curves (Figure 16) give another interesting indication regarding the models’ precision 
and therefore their capacity to avoid false positives. DINO-multiGen and ITW Rine appear on top with an 
Average Precision (AP) of 0.90 followed by ITW SPAI with 0.89. 
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Figure 16 Precision-Recall curves obtained by Viginum on the vera.ai synthetic image detection API 

 

Viginum provided us also with a result table (Table 8) of the same dataset for the probabilistic score of 
0.70 that we took as an empirical threshold at the beginning of the evaluation cycles.  
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Table 8 Results of Viginum's evaluation for a 0.70 detection threshold. 

Models accuracy precision recall (TPR) FPR 

progan_r50_grip 0.48 0.78 0.01 0.00 

ldm_r50_grip 0.57 0.94 0.20 0.02 

gan_r50_mever 0.50 0.88 0.01 0.00 

ldm_r50_mever 0.50 0.67 0.05 0.03 

gigagan-webp_r50_grip 0.50 0.70 0.11 0.05 

ldm-webp_r50_grip 0.59 0.91 0.24 0.03 

progan-webp_r50_grip 0.48 0.95 0.01 0.00 

itw_rine_mever 0.75 0.95 0.53 0.03 

itw_spai_mever 0.74 0.91 0.55 0.06 

sd21_bfree-dino2reg4_grip 0.75 0.84 0.66 0.14 

multi_bfree-dino2reg4_grip 0.79 0.93 0.65 0.05 

sd21_bfree-siglip_grip 0.72 0.84 0.59 0.13 

gigagan-webp_r50_grip_only_webp 0.56 0.86 0.10 0.01 

ldm-webp_r50_grip_only_webp 0.59 1.00 0.13 0.00 

progan-webp_r50_grip_only_webp 0.53 1.00 0.02 0.00 

 

Thanks to the above findings, we now have a better understanding of the overall performance of the 
models that will help us to further improve our user-facing tools in the concluding phase of the project.  

In the final stages of preparing this deliverable, we achieved notable success23 in detecting AI-modified 
content using vera.ai methods. This progress paves the way for wider adoption of these detectors among 
our advanced plugin users. 

Although the project is officially complete, we have identified several key areas for further investigation. 

Despite all the difficulties and limitations we faced, end-users valued the Synthetic Image Detection 
Service with a 3.44 score out of 5 on a Likert scale. 

As we move towards project completion, our priorities are to focus on:  

● Investigate false positives: Continue to investigate the source and cause of any false positives and 
explore the possibility to establish a detection threshold for selected models to verify the 
pertinence of the proposed labels (very strong evidence, strong evidence, moderate evidence and 
weak evidence). 

 
23 https://faktencheck.afp.com/doc.afp.com.76D269E , https://factuel.afp.com/doc.afp.com.74YM463 , 
https://napravoumiru.afp.com/doc.afp.com.77EM89E  

https://faktencheck.afp.com/doc.afp.com.76D269E
https://factuel.afp.com/doc.afp.com.74YM463
https://napravoumiru.afp.com/doc.afp.com.77EM89E
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● Deploy reliable methods: Release the most reliable and accurate detection methods to the 
broader fact-checking community. 

● Improve UI explanations: Enhance the user interface with clear explanations to prevent any 
reproducible false positive cases. 

● Evaluate re-sampling detection: Investigate incorporating a re-sampling detector into the 
pipeline. This could warn users about poor input image quality and help bridge the gap between 
a low-level technical anomaly and a meaningful, semantic alteration of the content. 

4.2 Audio Provenance 

Tracing the origins of audio content is often challenging, especially when working with datasets that 
combine files from many different internet or local sources, which may lack reliable metadata or clear 
descriptions. In such situations, it can be difficult to determine where a particular audio file comes from, 
or which version is closest to the original. 

Audio provenance analysis addresses this challenge by offering a structured way to map relationships 
between audio recordings. The approach focuses on identifying segments that have been reused across 
different files and showing how these segments connect, ultimately creating a representation known as a 
provenance graph. 

This process typically involves two key steps. First, provenance clustering, where reused material is 
detected and related audio files are grouped by detecting shared segments. Second, provenance graph 
building, where these relationships are organized into a graph that can illustrate how content has spread 
or been modified. Through these steps, audio provenance analysis helps to trace the reuse and 
transformation of audio material, which is particularly valuable for understanding how audio is 
manipulated or repurposed in cases of misinformation, disinformation, or decontextualization. 

4.2.1  Participatory Evaluation 

The participatory evaluation was conducted in May 2024, at a time when audio provenance analysis was 
still in its development phase. Consequently, only the first component – known as Provenance Clustering 
or Audio Reuse Detection – was presented to users and evaluated. Focus was on the question of how 
users interact with the tool, whether it is a useful addition to professionals, and where it needs refinement 
in order to become useful. Eight participants from France Télévisions, DW, Radio France, BR, and 
University of Siegen (3 journalists/fact-checkers, 1 news director, 3 innovation managers, 1 media 
research academic) were provided with user instructions, access to the prototype and respective material 
to test, which happened at hand of a user scenario. This was followed by a virtual exchange, in which 
feedback from testers was discussed. 

Participants had several expectations, ranging from rather generic ones like the ease of use or the service 
to be trustworthy and transparent. Others were more concrete such as the wish for explained conclusions 
accompanied with respective highlights, the connection to an archive or ideally an attached reverse audio 
search.  
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Regarding the data upload, for the query input as well as possible source material, which functions as 
comparison audio, testers did not find this intuitive, nor was the used language easy to understand for 
them (see Figure 17).  

 

Figure 17  ‘Query’ and ‘Possible sources’ page in the Audio Reuse Detection prototype 

They highlighted that the provision of possible sources seems a big burden and the process of narrowing 
down the list of potential sources was not well explained. For the analysis page the feedback was rather 
positive, as it was perceived as intuitive, simple to understand and to navigate through the audio 
waveforms. The colouring of matching segments is especially helpful in assessing the results (see Figure 
18).  

 

Figure 18 Analysis page and colouring of matching segments in the Audio Reuse Detection prototype 

. 
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Several ideas were provided on how to improve and enrich the service with new functionalities to make 
it a useful addition to user workflows: 

● Automated search (such as a reverse audio search) or at least provision of hints for searching for 
possible sources. 

● Allow for manual cutting of audio track or selection of a specific time frame of interest. 

● Speech-to-text (transcript, subtitles) and translation functionality. 

● Switch between the display of matching and non-matching segments. 

● Add deepfake detection. 

The overall result of the participatory evaluation of the prototype was that the tool could add value to the 
testers workflows, as it is easy to use and fast to learn. It additionally saves a lot of time by speeding up 
the process when analysing long audio files and it provides a technical proof next to the human 
assessment. However, the collection of suitable source material was perceived as too complicated in most 
cases and the fact that this material had to be archived locally and then uploaded compensated the saved 
time for analysis.  

4.2.2 Design Thinking Evaluation 

The Audio Provenance service aiming at detecting the provenance of an audio track within a dataset was 
released in May 2025 shortly before starting cycle 6. Its performance and usability were tested with the 
design thinking methodology. 

The audio provenance service takes into input several audio files and gives back a JSON graph data file 
with nodes (for each audio fragment), links (or vertices linking those files) and clustered links providing 
the matching segments between the various files.  

We first tested it with the “real life” use case coming from an AFP fact-check produced in March 202324, 
the same one which gave us the idea to propose building such a tool to automate the process of matching 
audio files segments. A video of the then US president Joe Biden, published by the Whitehouse official 
YouTube channel, had been remixed by a X account from Israel and tampered to trim his speech and 
making it inconsistent, as a kind of propaganda “proof” of a supposed senility.  

As it happens frequently, the original video used to make the forgery was retrieved by a keyframes 
extraction and similarity search to identify the Whitehouse channel original video. Then, it took a couple 
of hours of manual analysis to review both videos and to identify, also by image similarity of the sign 
language interpreter near Mr Biden, the matching segments and to make a representation explaining the 
forgery by comparing both videos audio waveforms in an editing tool (Adobe Audition in our use case). 

 
24 https://sprawdzam.afp.com/doc.afp.com.33AC9GU  

https://sprawdzam.afp.com/doc.afp.com.33AC9GU
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Using the results of our manual analysis of the above-mentioned AFP fact-check as ground truth, we found 
that the audio provenance service correctly matched both audio fragments by identifying the 
corresponding time sequences in both files, within just a few seconds of processing time.  

Figure 19, made by the evaluator with an audio waveform similarity visualisation script written in Python, 
shows how the corresponding fragments match from one file to the other.  

 

Figure 19 Audio Waveform Similarity analysis performed with the Audio Provenance tool results 

The audio provenance service saves a lot of time for the end-user in this first use case as matching audio 
fragments between a short video posted on social networks and a longer previous video presser is very 
much time consuming.  

Nevertheless, for building a proof of forgery, the end user still needs to use an editing software to compare 
the two audio files and reveal the manipulation by identifying, in this use case, the missing part circled in 
red in Figure 20 below which comes from the original fact-check article. 
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Figure 20 View of the proof of the Biden’s video forgery made by editing and removing an audio fragment 

A dedicated web application visualization is needed to enable detailed comparison of audio reuse and 
suppression between two or more audio tracks. To ease comparison, it is needed to present all the audio 
waveforms vertically stacked in the same timeline. 

We then tested more complicated files like four videos of French president Emmanuel Macron being 
booed by the crowd, allegedly on May 8th, 2025. 

While the audio provenance service captures well the copies between the various files, the phylogeny of 
those audio four fragments (from 11.4 till 15.72 seconds length) seems more complicated to establish 
through the following graph (Figure 21: also made by the evaluator with a Python script). This highlights 
an additional future direction: integrating an appropriate, interactive graph visualization of audio 
provenance results to facilitate easier tracking of the provenance of reused files and segments. 

 

Figure 21 Graph visualization of the clustered links of the Audio provenance service results 
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However, in a different factcheck published by AFP in Serbia25, the tool failed to capture a two-second 
sentence spoken by a TV presenter who was commenting during the return to air immediately after the 
broadcast of the manipulated report. After iterative analysis with the developers, it was determined that 
the current version of the service was configured to detect segments with a minimum length of three 
seconds. By adjusting this minimum segment length parameter, the tool was able to detect the relevant 
segment in a subsequent iteration. Therefore, we emphasize as additional future work the importance of 
allowing users to adapt key algorithm parameters, such as segment length, based on specific use cases. 

Finally, we ran a wider test, more for a research use case in media studies, by ingesting into the tool the 
seven hours of the Becoming Brigitte series, an absurd conspiracy story aired by US podcaster Candace 
Owens, targeting Brigitte Macron, the spouse of French president Emmanuel Macron. The goal was to 
find out whether the audio provenance tool could detect any reuse of audio footage during that video 
series. 

We verified manually the tool's JSON file results and found among the 80 audio files that a total of 46 
fragments were reused (42 podcast theme music, 2 ads pronounced by the podcaster and 2 mismatched 
fragments). The following graph visualization (Figure 22) illustrates the identified copies among all the 
audio fragments. This analysis of a larger dataset emphasizes the previously mentioned need for an 
interactive graph visualization solution to present the results of audio provenance analysis. 

 

Figure 22 Graph visualization of the audio fragments copies and provenance from a conspiracy video series 

 
25 https://cinjenice.afp.com/doc.afp.com.68PZ8ZR 

https://cinjenice.afp.com/doc.afp.com.68PZ8ZR
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4.3 Synthetic Audio Detection  

The Synthetic Audio Detection tool determines how likely parts of an audio file are to contain synthetic 
speech. It was evaluated by both the participatory evaluation process and the design thinking one, with 
the first focusing first on an early UX-focused interactive prototype with a short audio file and then on the 
version of the tool integrated into Truly Media, and the latter working with a larger number of previously 
debunked synthetic audio files of various lengths, using the API when made available. Here this section 
presents the results from both methodologies and their specific results, where initial insights about user 
interface and workflow from the participatory evaluation are refined and complemented with results from 
the design thinking evaluation, which also provides insights into the reliability of the detection models 
tested in this evaluation. 

4.3.1 4.3.1 Participatory Evaluation 

The participatory evaluation of the Synthetic Audio Detection tool stretched over two iterations. The first 
one – which took place in June 2024 and was based on an interactive UI/UX prototype coded in html and 
using a short audio file – focused on information visualisation and on the explanations of models and 
results. Seven testers working as journalists, fact-checkers and innovation managers (coming from France 
Télévisions, RTVE, ZDF, DW), familiarized themselves with the prototype based on user scenarios and tasks 
to interpret detection output. Testers provided written feedback that was then analysed.  

Users had clear expectations of which aspects the service must fulfil for them to be useful regarding the 
evaluations’ focus on visualisation and explanation. Most important to testers was transparency in how 
the service reaches its results, expected to come in the form of explanations accompanying the results 
and support in how to interpret these. Moreover, they wished for more general explanations on how the 
model works and what its limitations are. It was important to testers that the service does not only provide 
a single output, they expect a more fine-grained analysis on smaller chunks of the audio. Additionally, the 
service should not give the impression of it being absolutely sure, it was more important to understand 
the confidence of the service. 

The feedback on this testing phase revealed that several of the initially collected expectations for this 
prototype were met. Key takeaways were: 

● Short explanation on how to interpret values (log-likelihood ratios26 and uncertainty) together 
with a granular colour coding that supports easy interpretation of results and hence trust. 

● A combination of a minimalistic interface that integrates aspects that foster users’ trust into its 
design, with the option to find more extensive explanations on how the service works and what 
its limitations are works very well. 

● Moving away from green and red for colour coding is promising as: 1) A synthetic audio detector 
is never a 100% sure of speech being natural or synthetic, this should therefore not be transported 
by the colours; 2) Blue is not loaded in any kind, while green implies “you are good to go“. 

 
26 Log-likelihood ratios (LLR) in this service describe if the detected traces are more likely to appear in synthetic or 
in natural speech and how certain the service is of this assessment. 
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However, if something is not synthetic it can still be manipulated or dis-/misinformation of some 
kind; 3) People with red/green deficiency can easily use/interpret the detection output. 

● Explaining how the model works and how its results must be interpreted – even in a rather brief 
way – helps users to trust the detection output. 

● AI-based services should provide different levels of explanations/transparency: 1) very brief (as 
done here) for the first and fast glance; 2) extended version that still targets end-users with no 
special technical skills; 3) highly technical/scientific information (e.g. as provided in model cards). 

● Being transparent about potential uncertainty of a detection output helps users to interpret the 
actual detection output and assess for themselves how much they want to rely on it. 

● Providing redundant ways of displaying information, i.e. numbers and colour-coding. 

In June and July 2025, the second iteration of the participatory evaluation of this service happened after 
its integration into the Truly Media platform (Figure 23), as a prototype with a functional analysis model. 
Insights from the design thinking evaluation – namely about horizontal scrolling – were taken into account 
for the interface design (see section 4.3.2). It aimed at exploring questions of usability and trustworthiness 
in a real-life setting and its integration into a user-facing platform. To make sure testers were able to give 
an assessment on how the tool fit into platform-specific workflows, this evaluation targeted organizations 
who use Truly Media in their daily work. In total eight participants from DW and ZDF took part. 
Backgrounds of testers spanned from journalists, information and archive experts to innovation 
managers, and researchers. Testers were granted access to the service in Truly Media and equipped with 
user instructions to guide the evaluation. They were assigned one out-of-the-wild example each which 
ranged in lengths – acknowledging the issue of audio file lengths raised in the design thinking evaluation 
(see section 4.3.2) – languages and quality to test (these were either AI, real, partially AI and one 
unknown). No further information on the respective audio was given. Additionally, testers were invited 
to try out additional self-chosen content items. Testing happened at a tester's own speed. Their feedback 
was provided in a written form. 

 

Figure 23 Synthetic Audio Detection results in Truly Media 
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Overall, the expectations remained similar to the previous phase of the participatory evaluation, with a 
high focus on ‘trustworthiness by design’ aspects. However, testing in the integrated version at hand of 
real life examples, which are not always as unambiguous to interpret as for the prototype, revealed a 
series of additional aspects – positive ones as well as ones to further look into for upcoming versions of 
the service. In the following we highlight the most relevant aspects for participants: 

● Integration into Truly Media: It is perceived as valuable to have this service within a platform 
already used by the testers, instead of having it standalone. The similar integration as other 
services fosters the ease of use and integration in users’ existing workflows. Additionally, Truly 
Media allows for easy collaboration with colleagues. This is highly appreciated by testers 
especially in this case of synthesis detection, which remains challenging and often requests expert 
knowledge. 

● Trust into detection outputs: Participants had mixed opinions on whether they would trust the 
detection output. However, they highlighted that the provision of likelihood ratios with respective 
colour coding on short segments is a good way of displaying results. It gives users an indication 
where to have a closer look without giving the impression of a definite answer on the overall file. 
Ideas for improvement were about looking into additional ways to present the detection output, 
e.g. by displaying in a distribution graph how many segments are likely synthetic/natural.  

● Explanations: The provided explanations on different levels are mostly perceived as sufficient but 
still rather technical. While effort should be made to facilitate explanations in non-scientific 
language, testers would also like to see them at different places in the interface. For example, it 
should be explained ‘how to interpret detection output’ and also ‘how the model works’ before 
actual results are displayed. This mostly accounts for first-time-users, thus the idea came up to 
provide a starter and an expert mode, where starters are guided more through the process and 
more extensive explanations are available. What several testers were missing is a more detailed 
explanation for individual segments and why they are assigned a certain LLR. 

● UI/UX and missing functionalities: File upload should be possible via drag and drop as well as 
inserting a URL (currently, users select a file from folder). Established audio player functionalities 
like slowing down audio pace or easier movement in the waveform are requested. Transcription 
and translation functionalities are mandatory. The examples in this session came without any 
further contextual information on e.g. speakers or language. Assessing whether an audio is 
synthetic or not is already challenging when one understands what is said, it is however nearly 
impossible for foreign languages to the human listener. In the latter case especially, but in 
principle for any audio verification case, it is necessary to cross-check the services detection 
output with contextual information, such as the content of the audio.  

The key takeaways from the first iteration of the participatory evaluation find support in the results of the 
second evaluation, and highlight the importance of multi-level explanations for AI models, of redundancy 
of results presentation, of careful colour-coding, and of built-in transparency to foster trust in AI-based 
services.  
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4.3.2 Design Thinking Evaluation 

The initial technical implementation version of the Synthetic Audio Detection service was made available 
as a functional API in cycle 4. It was immediately tested through the design thinking methodology, as fact-
checkers and researchers experienced a rise of “audio deepfakes” (voice impersonation through AI, also 
called voice cloning) in the previous months. We therefore tested “real life” examples from previous 
investigations such as voice cloning of the then US President Joe Biden, of the Ukrainian general Valerii 
Zaluzhny, of Oleksiy Danilov, the former secretary of the National Security and Defence Council of Ukraine, 
French President Emmanuel Macron, ex and future US President Donald Trump, and other audio 
impersonations of Elon Musk and Mark Zuckerberg in audio fakes crypto-currencies scams. 

 

Figure 24 Chart showing the detection result obtained on Macron’s voice cloning. The x axis shows the fragment duration in 
seconds, and the y axis shows the detection score 

Figure 24 above shows the result of the detection on a short audio file falsely announcing on Facebook 
the resignation of French President Macron. The x axis shows the fragment duration in seconds, while the 
y axis shows the detection score by chunks of two seconds measured through the LLR commonly used in 
audio forensics to present a probabilistic statement. The higher the result, the more likely is the synthetic 
generation. Here with a median LLR result of 11.70, the file is clearly detected as synthetically generated. 

AFP internally tested 10 audios proven synthetic, establishing ground truth from previous fact-checks 
debunked through third-party tools (deepfake-total and Loccus/Hiya). The feature achieved on that 
sample (see Figure 25), 40% detection, 20% partial detection (only a part of the audio track was detected 
as synthetic) and 40% non-detection. 

We then did accuracy testing with a sample of 11 real voice fragments (mainly Donald Trump, Joe Biden, 
Kamala Harris, Emmanuel Macron, Nancy Pelosi). We obtained a high false positives rate (half of them 
partial) as outlined by Figure 26 below. This result raises concerns about the feature’s usability in a fact-
checking production environment due to the risk of errors and reputation damage. It also reveals a 
disconnection between the model theoretical false positive confidence rate and the results on our tests 
on real data. 
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Figure 26 Accuracy results chart on real voices audio files 

Regarding the usability of the initially proposed mock-up interface, we recommended to IDMT to avoid 
disclosing a theoretical false positive rate. Such communication, we learned from user feedback, fosters 
user reluctance to utilize the tool in their production setting. Our understanding is that false positive rate 
should be computed through thorough evaluation to inform the decision to make the tool available (or 
not) to end-users, thereby preventing misuse.  

We equally recommended providing an average or median (as suggested by IDMT) global score to avoid 
using a multiple-chunk assessment as the latter complicates the interpretation of the overall outcome for 
the end-user. As an end-user said in our evaluation: a global score “is the first thing you look at”. 
Additionally, the inclusion of multiple colours and horizontal scrolling, particularly unsuited for longer 
duration files, adds unnecessary complexity to the task. 

Figure 25 Results chart on 10 synthetic audio files 
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To summarise our first evaluation findings in cycle 4, we suggested another interface mock-up for the 
Verification Plugin which incorporates a global score, a gauge and a detection scale, as well as a double 
view of the overall detection along the file duration, through a waveform and a chart using a more intuitive 
colour light traffic signal (Dobber et al., 2025) for universal understanding and reducing cognitive load 
(Figure 27). 

 

Figure 27 An alternative interface for Synthetic Audio Detection for the Verification Plugin 

In cycle 5, a second version of the service was provided by IDMT. Further internal testing showed a slight 
reduction in the false positive rate, but at the cost of a significant drop in recall. Out of 10 real voice 
samples, we found 6 correct assessments and 4 false positives (Figure 29). On a sample of 17 synthetic 
audio files, we found 23.5% of detected AI generated files (mostly partially like the Figure 28 example 
below) and 76.5% of non-detection (Figure 29). 
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Figure 28 A partial detection on Giorgia Meloni’s audio deepfake falsely promoting a crypto-currency scam 

 

 

Figure 29 Detection results of audio deepfakes samples with the Synthetic Audio Detector second version 

. 
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Figure 30 Results of accuracy testing of the second version of the Synthetic Audio Detection Service 

The results (Figure 30) obtained at the time of this deliverable’s writing suggest that the tool is not yet 
ready for release to end-users in a production environment. 

To conclude this section, Fraunhofer IDMT’s Speech Synthesis Detection (SSD) was designed to combine 
performance with transparency by guiding the model with hypotheses about speech characteristics and 
presenting results as LLRs rather than a single aggregated score.  

This approach resonated well with the first evaluation participants, but the second evaluation also 
revealed a substantial drop in performance on real-world examples compared to benchmark datasets 
such as ASVspoof, reducing accuracy to a level far below operational use.  

Some issues were linked to training material and have since been fixed. However, broader challenges 
affect the entire field: real-world examples are rarely annotated in enough detail to reconstruct how they 
were created, making it hard to analyse failure cases, and attacker scenarios are not sufficiently reflected 
in public benchmarking datasets, as shown by the strong deviation observed for SSD. A deeper 
understanding and modelling of these factors will be key for improving real-world performance of 
detectors. 

Further work will therefore focus on a deeper understanding and modeling of attack scenarios and 
ensuring they are better represented in datasets and testing procedures. In parallel, ongoing 
improvements at IDMT include enhanced robustness in audio processing, advancing a “net speech” 
approach, and the development of person-of-interest (POI) methods. These next steps will be pursued in 
collaboration and alignment with AFP, Deutsche Welle, and other vera.ai partners, and will continue 
beyond the current project. Speech synthesis detection will remain an evolving research field, with 
technological advances presenting persistent challenges. Sustained research is needed to achieve 
solutions that are both effective and trustworthy. 
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4.4 Topic Modelling and Temporal Analysis 

The Topic Modelling and Temporal Analysis tools (developed by USFD) helps track the temporal evolution 
of a topic across published articles. The former builds topic trees through which users can navigate to 
explore the relationships between topics covered by news articles gathered in a CSV file, and the latter 
helps visualise these relationships through time to analyse how stories have evolved (see Figure 31Figure 
32 andFigure 33). 

 

 

Figure 31 Topic Modelling tool tree structure 

 

 

Figure 32 Temporal Analysis tool: Visualisation of topic relationships through time 
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Figure 33 Temporal Analysis tool: Evolution of topics through time across news articles 

4.4.1 Participatory Evaluation 

The participatory evaluation of these two tools took place in two phases, in June and August 2025. The 
first phase focused on the second view of the Temporal Analysis tool (see Figure 33), i.e. the visualisation 
of pre-processed “corpuses” of news articles and their relationship through time. Since it was not yet in 
an advanced-enough stage to support user experimentation, it was demoed to a group of end-users from 
the participatory evaluation pool of users (this time from Radio Romania, Radio France, Atresmedia, 
Deutsche Welle, RTVE, University Tecnológico de Monterrey and MIT) for initial feedback. In the second 
phase (which followed an internal usability evaluation), a more advanced prototype of the Temporal 
Analysis tool, and additionally one of the Topic Modelling tool, were made available for testing: together, 
these allowed to explore tree hierarchies of extracted topics from a CSV file of news articles, and to 
visualise their relationships through time as well. 

Due to the early stage nature of the prototypes, the participatory evaluation of these two tools was mainly 
focused on two aspects: the usefulness of the tools and their usability. While the testers found the tools 
potentially useful and promising, they had difficulties imagining concrete use cases for them, and they 
found that several usability issues made the tools complicated to use and interpret. In their further 
development, these tools could therefore follow the design framework – outlined in subsection 2.1.2 of 
the deliverable overview – in order to simplify functionalities and focus on aspects that help the tools fit 
into workflows and provide trustworthy and meaningful results. 

4.4.2 Design Thinking Evaluation 

The Topic Modelling and Temporal Analysis tools were evaluated internally by the AFP team after cycle 6 
in several iterations with USFD during the summer 2025. 
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For this evaluation, we tested a subset of the same CrowdTangle dataset on "Ursula von der Leyen" used 
also in the Coordinated Behaviour Detection section (see section 4.7). After this latter tool identified signs 
of coordinated behaviour in this dataset, the main goal was to identify any potential spread of 
disinformation and to assess how much this coordination could be inauthentic, by examining how those 
narratives evolved in time. 
We only kept from that initial dataset the date column and the text column (mapped on the Facebook 
posts) for the topic analysis. We removed with a regular expression formula all blank cells (as indicated in 
the guidelines) and protectively all the emojis to avoid any issue with the language processing pipeline.  
A first subset of +6,000 posts was tested but the service went into error. We then tried a second subset 
of 5,632 posts and although it did not end either, we found that we could export a CSV file with 5,478 
annotated messages after several hours of analysis. 
 

 
Figure 34 Screenshot of the detected topics with a red box around the problematic ones 
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The examination of the topics shows various issues (as exemplified in Figure 34 above):  
 

● Some common keywords like homepage or hora (hour in Spanish) are identified as topics 
● Hydrogen News seems to refer to a couple of web publications beyond hydrogen as a subtopic 

of energy. 
● Ilaria Salis is not a topic but a person who, as an Italian member of the European parliament, 

should be detected (and not her first name) as a named entity. 
● Several extracted topics are redundant (migrants, immigrants, immigranti, etc) and should be 

clustered 
● The expression "illegal (im)migrants" has a loaded and pejorative connotation associated with 

the alt-right because it frames a human being as inherently illegal, rather than simply having a 
legal status that is non-compliant with local legislation. Therefore, this kind of expression should 
not be used as a topic but rather as a linguistic marker of a certain type of discourse. 

● All accentuated letters are removed during the processing pipeline as exemplified by the words 
Incio (Início carries an accent in Portuguese) or Industri which seems to come from various 
verbal forms of "to industrialise" in Catalan, Spanish or Italian. We found many other examples 
of a systematic removal of accentuated letters in the topic list and in the processed documents. 
This may have had a negative impact on the dataset topic modelling. 

● The interface offers to browse documents on each topic, but this functionality did not work in 
our tests (Chrome v.140.0.7339.214 (Official Build) (arm64) on Mac M1), 

● There is a mix of language specific words, categories, named entities and common words that 
make the topic hierarchy unnecessarily complex. 

 
The Temporal analysis could not be tested with the same dataset because the service falls into error. We 
examined an example provided by USFD on Covid-19 pandemic. To try to remove redundant topics and 
maximize accuracy, we used a maximal classifier score threshold of 0.9 as shown in Figure 35.  

 
Figure 35 Screenshot of the Temporal Analysis service with a 0.9 classifier score threshold 
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The result shows that at this score we still have two categories of random topics. Most documents were 
classified as random topics > medical conditions > coronavirus related words. By double-clicking on the 
timeline nodes, we entered a graph displaying the evolution of the underlying stories as shown in Figure 
36.  

 
Figure 36 Screenshot of the graph display of the evolving stories with a keyword filter 

We applied a time filter (half a year instead of a full year) and a keyword filter (cure) to keep only the 
corresponding documents. We found that the system seems to correctly capture several pseudo-cures for 
the Covid-19 although the amount of text available does not allow it to go deeper. While the colour codes 
seem to map similar stories, there was no explanation about the thicker blue circle around nodes or their 
temporality. In terms of usability, the back button on the top left corner did not work: the evaluator had 
to relaunch the initial timeline and change the parameters to pursue the analysis. 

Although the vera.ai project has reached its conclusion, several outcomes and insights identified during 
the evaluation phase merit further investigation and development. Some of the next steps derived from 
this evaluation are as follows: 

● to be useful for media organisations, to be fully multilingual and to discriminate topics from 
named entities and common words, the vera.ai topic analysis should in our view adopt the IPTC 
Media Topics taxonomy27, a widely used standard within the industry. 

● a Sankey diagram could be more appropriate to display the flux of topic-related news on a 
particular event. 

● within a single topic or subtopic, text similarity and dissimilarity could be represented as a graph 
to identify further coordination but also the existence (or even sometimes prevalence) of 
conflicting narratives sowing confusion. A three entries mode display (like tabs or buttons) could 
maybe help to switch between a similarity view, a dissimilarity view showcasing conflicting 
narratives on the same event and a temporal view analysing the evolution.  

 
27 https://iptc.org/standards/media-topics/ 

https://iptc.org/standards/media-topics/
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4.5 Chatbot 

The chatbot was designed to guide professional users on the optimal use of the AI vera.ai tools, helping 
them interpret the output from AI models and providing advice on how to proceed and interpret them.  

Given the polymorphous nature of disinformation and the many tools already available in the Verification 
Plugin, the AFP and USFD teams decided to focus first on Synthetic Image Detection. This decision was 
driven by the significant disruption GenAI presents to disinformation production and to information 
verification. 

Synthetic Image Detection was the project's most innovative and active domain on the scientific research 
side when we started in year 2 the six evaluation cycles with end-users (see section 4.1 for more details). 

However, this approach underestimated the many difficulties of detecting synthetically generated images 
"in the wild". This challenge is compounded by a multitude of different AI models that are constantly being 
updated and improved, as well as the emergence of new, highly compressed image formats that are 
harder to properly evaluate. 

The chatbot's design and modelling were influenced by continuous change, including the frequent 
evolution of underlying detection models, the challenge of mitigating false positives, and the ongoing 
refinement of explanations and affordances.  

Therefore, the current iteration serves as a foundational proof of concept, intended for further refinement 
and deployment once the user interface has been fully stabilized. The AFP team evaluated it internally. 

 

Figure 37 View of the chatbot interaction on a real image following a user query 

As Figure 37 shows, on this real picture, the chatbot repeats the provided explanation given by the feature 
modelling and it adds some other precisions such as warning the user to check “if one or more algorithms 
returned error, the analysis may be incomplete”. 
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Figure 38 View of the chatbot interaction on a synthetic image following a user query 

The above Figure 38 shows an interaction on a synthetic image. If the chatbot does not understand the 
question, it is programmed to apologise and to ask the user to try again. Here, it later provides more 
information about the Latent Diffusion Model type of generative model.  

Post-project plans will be to update all the detectors’ model cards so that the chatbot can give more 
information on the model that succeeds to detect as synthetic the image under review.  Then, we’ll need 
to constantly refine new features added to the tool such as AI-metadata (e.g. C2PA) or watermarking 
detection as well as tips for end-users to pursue their investigation. 

Inspired by this foundational work and reusing part of USFD code, AFP built another chatbot, provisionally 
named Local LLM chatbot. It connects with a locally installed version of LM Studio28, a free software that 
allows to run locally any open LLM model for free. The combination of the Verification Plugin and LM 
Studio allows interaction between plugin results and any LLM loaded into LM Studio, through pre-defined 
prompts and contexts. The end-user can also query the chatbot to ask more precision on the response or 
any other question at will and can also see how the model “thinks”, if this feature is supported by the 
LLM. 

We evaluated it internally using several LLMs from LiquidAI, Mistral or Deepseek-R1, to perform fact-
checking or rhetorical analysis on suspicious content. In our tests, several LLMs performed nicely and 
provided back interesting analysis.  

 

 
28 https://lmstudio.ai/  

https://lmstudio.ai/
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The pre-defined context for all prompts, in this preliminary version, is “You are a fact-checker working in 
an international news agency” while we set up a couple of pre-recorded analysis prompt (Figure 39):  

● “Analyse the following article and tell me if it is one-sided, opinionated, or propaganda. Outline 
the sentences that will support your assessment. Justify by quoting sentences in the articles, for 
the fact-check analysis” and,  

● “Analyse the relationship between the source and the recipient of the text. How is this 
relationship linguistically constructed? Is it factual or unilateral, or even biased? Identify the 
rhetorical processes used to persuade or convince the audience. How are these processes 
implemented? What are the dominant lexical fields? Are there any conjectures, repetitions, 
connotations, fallacious logics, metaphors? Which words or arguments are the most repeated? 
How do these recurring signs influence the interpretation of the text? Is this propaganda? Justify 
by quoting sentences in the article”, for the rhetorical and linguistic analysis. 

 

Figure 39 View of the Local LLM Chatbot implemented in the Verification Plugin 

During the internal analysis, we tested the analytics capabilities of some models on the website 
clearstory.news, reported as being part of the Russian covert influence network CopyCop29 by the US 
based cyber technology company Recorded Futures. Articles can be ingested in the Local LLM Chatbot 
through copy and paste or through the Assistant on this page feature (of the Verification Plugin).  

Using for example an article on the assassination of US right-wing activist Charlie Kirk30,  with the LiquidAI 
lfm2-1.2b model, the fact-check analysis (Figure 40) found that this article “presents facts and quotes from 
various sources (...) in a way that emphasizes extremes, emotional reactions, and speculative 
interpretations” suggesting “the article is leaning opinionated and potentially propagandistic”.  

 
29 https://www.recordedfuture.com/research/copycop-deepens-its-playbook-with-new-websites-and-targets  
30 https://web.archive.org/web/20250924131611/https://clearstory.news/2025/09/11/assassination-of-u-s-russia-
reconciliation-advocate-charlie-kirk-sparks-international-controversy/  

https://www.recordedfuture.com/research/copycop-deepens-its-playbook-with-new-websites-and-targets
https://web.archive.org/web/20250924131611/https://clearstory.news/2025/09/11/assassination-of-u-s-russia-reconciliation-advocate-charlie-kirk-sparks-international-controversy/
https://web.archive.org/web/20250924131611/https://clearstory.news/2025/09/11/assassination-of-u-s-russia-reconciliation-advocate-charlie-kirk-sparks-international-controversy/
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Figure 40 View of the chatbot fact check analysis of a clearstory.news article on Charlie Kirk’s assassination 

In the same article, the rhetorical and linguistic analysis (Figure 40 below) concluded that this “news outlet 
presenting a critical view of the assassination of Charlie Kirk, aimed at influencing public perception of 
U.S.-Ukraine relations and Donald Trump’s policies. The linguistic construction, rhetorical processes, and 
persuasive techniques used are designed to evoke strong emotional responses and reinforce specific 
narratives, making it a clear example of propaganda”. 

 

Figure 41 View of the chatbot rhetorical analysis of the same previous article on Charlie Kirk’s assassination 
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Post-project plans will include testing more models and refining prompts and contexts, to be able to 
provide to end-users with more useful analysis capabilities and recommendations on the most suitable 
models to use in their work.  

4.6 Coordinated Sharing Detection 

 
Figure 42 User guide to the coordinated network’s visualisation: Unfiltered nodes and clustered 

 

 
Figure 43 User guide to the coordinated network’s visualisation: Filtered by a specific node 
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The Coordinated Sharing Detection Service (powered by CooRTweet31) analyses and visualizes social 
media activity around a claim through patterns of coordinated sharing: it helps explore and uncover 
networks of coordinated behaviour (Righetti and Balluff, 2025). 

4.6.1 Participatory Evaluation 

The participatory evaluation of the Coordinated Sharing Detection Service took place over several months 
from January to June 2025, and consisted of the following phases: 

● An internal testing phase with user-centred design experts within the consortium, aimed at 
ironing out all initial usability issues and at providing a simple user guide for future testers. 

● A beta-testing phase, together with 10 external media professionals from a variety of backgrounds 
(academia, research institutes, multilateral organisations, and independent journalism) and with 
some technical expertise in data processing and information visualisation. 

● An evaluation phase with a smaller, more focused group of 4 target end-users: journalists and 
fact-checkers from DW, AFP and from the OSINT community. 

The focus of these evaluation sessions was on determining the usability and usefulness of the tool, the 
clarity and practicality of the network visualisation, the user understanding of the analysis process, as well 
as exploring potential use cases for the tool and its place within a journalistic workflow. 

In terms of workflow, an end-user would first gather data from a social media’s platform backend tool 
such as the Meta Content Library (accessible to professionals for research purposes), export and format 
the data into a CSV table that the tool can read, select parameters for the analysis (such as sharing time, 
which typically indicates bots behaviour if shorter than 10s for instance), and explore the visualised 
network and its emerging patterns – for coordinated behaviour, main spreading accounts, bot behaviour 
and other useful information about a coordinated campaign. 

Both sets of participants' expectations and wishes were for the tool to be quick to use, and to allow for 
in-depth analysis that would not be possible otherwise. Overall, the tool was considered to be a powerful 
addition to the journalistic toolbox, and one that could uncover and analyse behaviours that were 
previously difficult to unearth. 

The key findings from the evaluations highlight the need for speed and simplicity in the use of the tool, as 
well as the necessity for a good integration between different ‘views’ of the same information and that 
with other monitoring/tracking tools: 

● Explanations / user guide: The user guide was considered clear but too long and needed a clearer 
indication of who the target user would be and their level of expertise. This led to a more compact 
and targeted introductory text. 

● Workflow: Earlier versions of the prototype included an option for users to edit the csv file within 
the tool, to make sure it would have the required format. This meant taking an extra formatting 
step each time the user would change a parameter and rendering a new version of the 

 
31 https://github.com/nicolarighetti/CooRTweet  

https://github.com/nicolarighetti/CooRTweet
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visualisation. This extra step was considered tedious, repetitive, and unnecessary (since the users 
are already informed on table format and can just open the file in a spreadsheet software if 
needed) and was therefore removed.   

● Usability: The main usability issue was having to go back and forth between the graphic and the 
parameters, summary tables, and explanations pages. The process was therefore streamlined, 
grouping interfaces and placing explanations as hovering texts where appropriate. 

● Information visualisation: The representation of certain data did not match the intuitive 
understanding of the users and was therefore redesigned, for instance the size of the nodes 
representing the number of shares. 

● Combining graph and data tables: Information from the graph and the summary tables 
complemented each other in a useful manner, allowing for example to identify clusters of interest 
and their biggest nodes, then finding more information about these nodes in the tables, and 
identifying them on the social media platform. 

● Use cases: The tool was considered useful for several kinds of use cases: from finding coordination 
between two specific users or campaigns, to discovering clusters in very large networks. However, 
it was considered better geared for longer and deeper investigations rather than for breaking 
news. 

● Further ideas for improvements and integration: Suggestions for further improvements were 
provided by the users that will be implemented in future versions of the service, such as allowing 
to filter data in the summary table by clusters, in addition to nodes. It was also suggested that the 
tool should be combined with alerts that are sent to journalists when coordination is observed. 

Overall, the implemented changes to the service based on user insights proved to result in a more 
powerful and usable version of the service, which was considered as a useful addition to the arsenal 
against disinformation by the end users. The results of this evaluation also highlight the need for effortless, 
seamless and quick use (without too many intermediary steps), for focus on providing meaningful rather 
than exhaustive information to end-users, and for using redundancy in displaying information. 

4.6.2 Design Thinking Evaluation 

At the start of vera.ai, the Verification Plugin had two social network analysis tools: Twitter SNA and CSV 
Analysis (designed for CrowdTangle data). Our goal for the project was to enhance those tools with more 
features such as coordinated detection (CooRTweet). Unfortunately, changes to the terms and conditions 
implemented by X led to the imposition to users to log in to view tweets and to access the endpoint we 
had previously been using to fetch content. This also resulted in a severe restriction on the volume of 
content that non-paying end-users could obtain through the interface. Consequently, by July 1st, 2023, 
our Twitter SNA tool, though still running for past content, was unable to fetch any new data.  

Our CSV Analysis feature, a tool designed to apply data visualization on CrowdTangle CSV exports, was 
similarly affected by Meta’s deprecation of that service on August 14, 2024. While it remains functional 
with past data (previously gathered directly by users from CrowdTangle), it is unable to process recent 
data due to a lack of end-user access. 
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Beyond taking part in the participatory evaluation of the Coordinated Sharing Detection service and 
familiarizing ourselves with the original R language implementation of CooRTweet, we overhauled a new 
social network analysis tool. 

Simply called SNA, it still can ingest past data from CrowdTangle and is compatible with partner UvA 
Zeeschuimer Firefox extension (to fetch more data from X and TikTok). It then provides several data 
visualizations and includes the coordinated detection among many different dimensions, including 
multilingual text similarity, using the D3lta library32 released in open source by the French FIMI agency 
Viginum. 

AFP and EUDL conducted an evaluation using several multilingual datasets: some exploring on X the use 
of Russian propagandistic expressions like “ukronazi” or other hashtags targeting Ukrainian President 
Volodymyr Zelensky and another one from CrowdTangle on the name “Ursula von der Leyen”33. This latter 
dataset is a collection of 26,224 Facebook posts quoting Mrs von der Leyen full name during 45 days 
around the 2024 election to the Presidency of the European Commission. The interoperability of the new 
interface with several sources of input, the ability to export and keep datasets, the multiple visualization 
features across several dimensions are the main improvements. 

Figure 44 shows how the Coordinated Sharing Detection integrated feature is running on this latter 
dataset, showing a coordinated link sharing behaviour between political groups (specially far right) across 
Europe, although an eventual inauthenticity remains to be checked by examining the content.  

 
Figure 44 A view of the coordinated sharing behaviour CooRTweet feature in the plugin new SNA tool 

 
32 https://github.com/VIGINUM-FR/D3lta  
33 The full name Ursula von der Leyen emerged as the main 4-gram expression in a previous linguistic analysis of a 
French dataset of several hundred fake news articles, conducted by French disinformation observatory DeFacto.  

https://github.com/VIGINUM-FR/D3lta
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The list of the main shared links is displayed below the graph while clicking on any node triggers an overlay 
with the post content. Some bugs were found during the evaluation like a few import errors with NDJSON 
files from Zeeschuimer. We also tried to find coordinated behaviour on X data, but no coordination was 
detected even after expanding the time range.  

Post-project plans will focus on determining if this lack of coordinated behaviour on X is due to some issue 
with the feature itself or if it results from the decreasing interaction on this platform, due to the limitations 
imposed by successive changes in terms and conditions. 

4.7 Vera AI Alert System 

The Vera AI Alert34 system, developed by University of Urbino, was an attempt to respond to the users' 
need for monitoring emergent disinformation. This service, powered by the CrowdTangle API and filtered 
through the Coordinated Sharing Behaviour detection by CooRTweet (Righetti & Balluff, 2025) 
continuously monitor lists of known problematic actors35 and send a total of 16 alerts every 6 hours, 
therefore up to 64 multilingual alerts per day, on a dedicated channel of the project's Slack (a group 
communication software to manage projects) as shown in Figure 45 below. 

 

Figure 45 Screenshot of the #veraai-alerts Slack channel 

 
34 For further details on the system’s functions and the case studies that emerged and were analysed, please refer 
to Deliverables 4.2 and 4.3.  
35 These lists of actors were gathered through the Meta Third Party Fact-checking Program. 



 
vera.ai Project – Grant ID 101070093 D2.2 

   

Page 69 of 116 
 

This innovative feature was first evaluated by the EUDL research team and AFP fact-checkers during cycle 
2 of the design thinking Evaluation. The evaluation data was collected by Urbino in a survey associated 
with each entry of the alerts' feed. 

Between March 11 and March 15, 2024, evaluators were invited to provide a brief description, to write 
down if the post under review referred to specific entities, to assess the nature of the content from a fact-
checking perspective and to indicate whether the content flagged by the service was: 1) not at all 
problematic 2) problematic or 3) highly problematic.  

Results of the evaluation showed that most of the content consisted of memes, satire, political opinions, 
or unverifiable statements. Only three cases of 134 items reviewed, were flagged as fact-checkable 
(including an investigative story in Mexico and a politician’s misleading statement in Colombia). Three 
items were flagged as highly problematic (including hate of speech in comments), 52 as problematic and 
79 as not at all problematic.  

Evaluators' feedback recommended the use of further filtering the service output with NLP techniques to 
reduce the noise and better assess memes with OCR. Another recommendation was to implement 
prioritisation algorithms based on impact metrics such as source credibility and virality indicators.  

On the research side, the results were more substantial to better map and understand the different types 
of Coordinated Inauthentic Behaviour (CIB) in the media studies and political communication fields. 
Researchers from Urbino and UvA led a data sprint at the Digital Methods Initiative Summer School in 
Amsterdam in July 2024 to identify which types of communities undertake what is considered coordinated 
behaviour on Facebook and which communities should be considered inauthentic.  

The Vera AI alerts system was up and running from October 9, 2023, until August 14, 2024, when Meta 
deprecated CrowdTangle. During its lifetime, the service was constantly monitored and surfaced several 
coordinated networks, such as a network sharing extensive pornographic content, a gambling network 
and a Putin fan group network36; beyond the more focused evaluation described in the previous 
paragraphs. After the deprecation of CrowdTangle, the alerts lists were imported to MCL so that the work 
on identifying coordinated actors could continue. Even though the level of automation of the workflow 
reduced considerably, while monitoring the overall content the alerts system notably helped to identify a 
disinformation campaign exploiting the attention by news of Pope Francis' hospitalisation that surfaced 
in late February 2025. That campaign created over 300,000 posts in less than four days, using AI-generated 
images of the Pope in the hospital. The posts were being shared by the same large, unmoderated network 
that earlier was sharing pornographic content. 

 

 
36 See D4.3 for a summary of case studies surfaced by Vera AI alerts 
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Figure 46 View of the results of the Coordinated Inauthentic Behaviours data sprint at UvA 

To draw a typology of coordinated inauthentic behaviours on Facebook (Figure 46), the team of 
researchers used a dataset of Vera AI Alerts reports with metadata about the coordinated accounts and 
the links they shared in a coordinated way. They found 5 types of coordinated sharing: Media groups, 
influence operations, critics or supporters sharing political memes / graphics, advertising networks 
(gambling and cyber scams), and public groups used to share ads. 

Unfortunately, due to the lack of available data following the dismantling of CrowdTangle by Meta, this 
experiment was limited to being a proof-of-concept. Currently, the team at the University of Urbino is 
porting the alerts system to Meta Content Library & API, the new Meta platform allowing researchers 
data access. However, it is important to note here that MCL currently offers restricted access as the links 
are internal to MCL and do not link directly to platform content. 

4.8 Claim Extractor 

The AFP and EUDL teams evaluated during cycle 3 KInIT's Claim Extractor, a software tool aiming to help 
fact-checkers to identify check-worthy claims in news articles, disinformation or propaganda texts. 

This evaluation was run through the design thinking method, assessing performance, performativity and 
usability in real life use cases.  

Two underlying AI models were proposed for testing in the Claim Extractor: mDeBERTa V3 and xml-
Roberta. The Claim Extractor allows the user to input a text (or copy and paste an article), select a model, 
submit the query and get back the response. As Figure 47 shows, the tool's classifier response identifies a 
claim through a 1.0 score. 
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Figure 47 Screenshot of the Claim Extractor identifying a claim through a 1.0 score 

The tool was functional during working hours, and the first query often fell into timeout during server 
warm-up, which could take up to one minute. 

We noticed that claims with statistics were performing well in both English and French languages. On 
claims without statistics, the tool seems to perform better in English. EUDL researchers calculated an 
average response time of 9 seconds with peaks up to the minute. 

They also found that the two models occasionally produced contradictory results for the same input: each 
model would detect different claims and overlook findings from the other. 

In our tests, both models often proposed claims on factual reports but struggle to identify claims such as 
the one depicted by Figure 48 below where a Russian publication mentions an alleged "violation of 
commitments made by the US not to expand the (NATO) Alliance beyond a reunified Germany", which is 
a recurrent statement in Russia's propaganda. 
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Figure 48 Screenshot of the Claim Extractor not identifying a claim from a Russian publication 

At the end of the project, in the Local LLM chatbot developed by AFP in the Verification plugin and 
described above in the Chatbot section, we added a claim extractor prompt to capture check-worthy 
claims. Figure 49 shows the response of the chatbot on the same previous Russian text using the LiquidAI 
lfm2-1.2b model. The output is correctly extracting as the main claim of the article the “US commitments 
not to expand NATO”. 

 

Figure 49 Screenshot of the Verification Plugin Local LLM chatbot claim detector 
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Post-project plans involve the following next steps: 

● We need more tests on the chatbot to fine-tune the claim detection prompt and identify which 
models offer the best performance on a variety of multilingual text inputs. 

● The temperature selector (a setting that controls the creative randomness of the output) is 
currently set arbitrarily at 0.7. In the example discussed, the chatbot's response is more fluid than 
with a temperature of 0.9. This requires more empirical testing to decide if we should keep this 
setting in the interface (with explanations) or simplify the interface by removing it and fixing the 
current value in the backend. 
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6 vera.ai Improved Features 
This section describes tools from previous projects that have been enhanced with AI during the vera.ai 
project. 

6.1 Keyframe Selection and Enhancement Service (KSE) 

Keyframe Selection and Enhancement service (KSE) is a tool that helps speed up video analysis by 
providing relevant keyframes and highlighting faces and text.  

The goal of the keyframes fragmentation by scene of a video is to provide to end users dealing with video 
verification (mostly fact-checkers, OSINT investigators and human rights defenders) with an automated 
and quick solution to extract frames representing each scene and to perform directly (through the 
contextual menu) similarity search through any available search engine. Performing image similarity 
search on keyframes allows to find if a video was already known and indexed and in which context.  

Most of the falsified videos circulating on social media are decontextualised videos, which have been 
downloaded and reposted, often with minimal alterations but presented in a misleading context. Other 
fake videos may be the result of a montage of various footage, while others are sometimes altered with 
video editing software. 

In vera.ai, the goal was to go further by enhancing the selection of keyframes and extracting meaningful 
visual clues within the video such as faces and textual expressions (shops names, plane and boat 
registration numbers, car plates, tickers, etc.), which may permit to find more indices about the origin, 
the location, or the main actors involved in the video or in the making of it. 

6.1.1 Participatory Evaluation 

The KSE service was evaluated in two iterations through participatory evaluation. The first iteration in 
October 2024, a small-scale internal evaluation with four testers, was on the integrated version in Truly 
Media (Figure 50) to gather first insights into relevant aspects of the service, the specific integration in 
the platform and existing workflows. Participants had either a background in journalism or design. 
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Figure 50 KSE interface in Truly Media 

The service was in its second iteration evaluated in its standalone version with 21 participants from 
December 2024 to February 2025. These came from University of Siegen, Ca' Foscari University of Venice, 
RTV, ZDF, CBC-Radio Canada, DW, Radio Romania, BR, Tagesschau, Springer Verlag, Artesmedia, and have 
backgrounds in fact-checking, media research, journalism, and news production. The evaluation was set-
up in a twofold process: Starting with guided freestyle testing, for which testers were equipped with user 
instructions to test the service on their own for a while and provide written feedback (picking up from 
posed questions from first evaluation iteration). This was then followed by two remote exchange sessions 
to enable all participants to join. These sessions followed guided discussions, which were based on written 
feedback. Focus of this evaluation was the exploration of whether KSE with its extended functionalities of 
face and text detection, can efficiently support users in their video-verification process and whether it 
adds additional value to this process taking into consideration the existence of other keyframe tools. 
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Figure 51 KSE interface in standalone version 

Participants confirmed keyframe extraction services to be the most important tools in general and their 
use being a mandatory initial step in the verification of video content. KSE service (Figure 51) was 
described to be easy to use as it resembles functionalities from other comparable tools. It was especially 
the extraction of text regions and the indication of shot changes that can imply tempering, which add an 
additional value. On the other side, face detection in its current implementation and performance was 
not convincing to the testers. 

Testers collected a number of ideas for additional functionalities and on UI/UX to further improve KSE and 
make it a service that adds meaningful value to the verification process:  

● The importance of connections to existing services that are a logical follow-up action in the 
verification process, such as reverse image search, synthesis detection or audio analyses, was 
confirmed. Although already existing in the Verification Plugin’s contextual menu, such features 
were considered especially important for the integration in Truly Media in an easy access from 
e.g. detected text via KSE combined with OCR services for further analysis.  

● Implementing analysis layers fast (analysis that provides results quickly but maybe less accurate) 
and deep (analysis takes longer but higher accuracy): if users have to decide, they prefer accuracy 
over speed. 



 
vera.ai Project – Grant ID 101070093 D2.2 

   

Page 77 of 116 
 

● Language/text processing such as adding transcription of video, language detection and OCR 
from extracted text. 

● More flexibility in keyframe selection by allowing manual selection (on top of automatically 
extracted ones), filtering of which keyframes are extracted (overall vs. topical summarisation). 

● Batch analysis to compare the same video from different sources. 

● Adding percentage rate to which extent one face resembles another one in the video to allow 
for assessment of congruency throughout video and foster trustworthiness of the service. 

● UI/UX suggestions: Upload from media gallery on phones; covering a wide range of formats; 
better indication of processing while uploading content; adding error messages; more visible 
representation of where in a video viewer is located. 

The evaluation foremost proved the importance of advanced keyframe services that go beyond the pure 
selection of representative keyframes, which can seamlessly be integrated into users' workflows. 
However, workflows and users’ expertise are multifold, which must be reflected in the tools’ design, e.g. 
through provision of different levels of use. 

6.1.2 Design Thinking Evaluation 

Keyframes fragmentation is one of the foundational tools of the Verification Plugin, since its launch in July 
2017 as part of the InVID Innovation Action project. It is the most used feature of the plugin, beyond image 
similarity search. Only during the first six months of 2025, more than 47,000 requests were made through 
the plugin, according to both our middleware logs and Matomo. Figure 52 shows the origin of the KSE 
queries worldwide through the plugin. 

 

Figure 52 Geographic distribution of KSE queries 

 

The new Keyframe Selection and Enhancement Service was tested through the design thinking evaluation 
in cycle 2, 4 and 6. In cycle 2, we paid more attention to ensuring that the service was performing as well 
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as the previous one, already integrated into the Verification Plugin to avoid any regression. We found that 
a smaller number of keyframes were retrieved than the version in production and alerted the CERTH team 
about that.  

Regarding new features, we also noticed that the extracted text from images was often partly cut. The 
method to capture those text boundaries needed to be improved. Regarding faces extracted, some were 
cut as well and some others look weird, giving the impression of a hallucination of the model (displaying 
a face not seen in the video). This behaviour was not reproduced after improvement of the model. 

From the usage data, we identified a potential risk of misuse. This was demonstrated when an AFP fact-
checker utilised an extracted keyframe of the Princess of Wales (Figure 53) to test our synthetic image 
detection. The use of super-resolution to reconstruct faces from a video fragment could be mistakenly 
identified as an AI-generated image, leading to a detection based on the AI-enhanced image rather than 
on the original footage. In that specific case, the submitted image was not classified as synthetic and 
remained below our empirical 70% detection threshold. 

 

Figure 53 View of a keyframe being tested for synthetic image detection 

In cycle 4, we suggested some improvements to the user interface such as extracting textual logos with 
account names to alert end-users about the likely provenance of a video as shown in the TikTok example 
below (Figure 54) where logo and account were not previously identified.  
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Figure 54 View of the KSE interface with a fake video denigrating Ukrainian President Volodymyr Zelensky 

We then proposed to CERTH another idea for consideration: to reveal automatically within KSE the flaws 
left by manipulative video editing. The above Zelensky's video example (Figure 54), decontextualised from 
an official visit to Poland, was altered to denigrate the Ukrainian President by showing him stumbling as 
he exited his car. While this video fragment was clearly tampered with (where a forearm and hand are 
missing for a brief moment in the right keyframe), systematically outlining flaws and anomalies in the 
video stream (e.g. with a visual affordance coloured frame) would be a great asset, as these are often the 
primary visual clues fact-checkers use to determine if a video was manipulated. 

However, distinguishing between AI-generated anomalies and compression artifacts remains quite 
difficult. Several polemical examples with unverified claims of deepfakes have arisen previously during 
the project, like an encounter of Russian President Vladimir Putin with air hostesses37 and the Princess of 
Wales’s announcement of her illness, when her ring seemed to disappear in low resolution videos38. 

In January 2025, given the progress accomplished, KSE was integrated first in the file mode of the 
Verification Plugin, and later in the link mode (in production and open to all users), in replacement of the 
previous version. 

 
37 https://x.com/Shayan86/status/1500214745718312975  
38 https://fullfact.org/news/kate-cancer-video-ring-vanishes-false/  

https://x.com/Shayan86/status/1500214745718312975
https://fullfact.org/news/kate-cancer-video-ring-vanishes-false/
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Shortly after, while helping fact-checkers with a viral video generated by artificial intelligence39, depicting 
a virtual demonstration of disapproval by Jewish public figures against the rapper Kanye West, we 
discovered missing keyframes in the sequence between KSE and the video deepfake detector, as shown 
by Figure 55. This issue was very rapidly solved by CERTH.  

 

Figure 55 Evaluation restitution slide with a comparison of a keyframe extraction between the Deepfake Detector and KSE 

In this use case, the AI origin of the content, both acknowledged by the account owner of the creator on 
Instagram and by Meta, who flagged it as generated by their own AI, was no mystery. Nevertheless, KSE 
was useful to extract meaningful signs of manipulation through the multiple deformed and distorted faces 
present in the video, as exemplified in Figure 56 below. 

 
39 https://x.com/martinvars/status/1889390165321486632  

https://x.com/martinvars/status/1889390165321486632
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Figure 56 View of a keyframe with distorted faces extracted by KSE from a GenAI video 

With the rise of fully AI-generated videos in the project last months, we had more similar use cases in 
cycle 6, where keyframe extraction was used several times, both for identifying anomalies in videos and 
to query successfully watermarking detection tools such as Google Deepmind SynthID Detector. Examples 
include a fake Rafale plane wreck40 following an incident between India and Pakistan, a fake Ukrainian 
demo asking forgiveness to Russia41, a fictional pro-Bolsonaro demo near the White House42 and a viral 
fake video of Israelis allegedly demonstrating to apologise for bombing Iran43. 

A final survey with end-users during the summer of 2025 (see section 2.1.1) showed that KSE remains the 
most valued feature of the Verification Plugin with a score above 4.44 out of 5 on a Likert scale. It is 
perceived by end-users as “quick, easy, convenient and very helpful”, the “N1 feature for daily work” 
despite the known limitations imposed by video platforms to access and fetch their content. 

6.2 Deepfake Video Detection 

The Deepfake Video Detection service was tested through the design thinking methodology in cycles 2, 3 
and 4. This detector was initially created during the previous WeVerify project and was only open to a 
small group of Verification Plugin beta testers, the initial 80 beta users we had before starting vera.ai 
evaluation sessions.  

 
40 https://factcheck.afp.com/doc.afp.com.47964WD  
41 https://fakty.afp.com/doc.afp.com.676V2NQ  
42 https://checamos.afp.com/doc.afp.com.68CR2ZT  
43 https://fakty.afp.com/doc.afp.com.64A7262, https://proveri.afp.com/doc.afp.com.64ZG863 and 
https://sprawdzam.afp.com/doc.afp.com.64JV3CQ  

https://factcheck.afp.com/doc.afp.com.47964WD
https://fakty.afp.com/doc.afp.com.676V2NQ
https://checamos.afp.com/doc.afp.com.68CR2ZT
https://fakty.afp.com/doc.afp.com.64A7262
https://proveri.afp.com/doc.afp.com.64ZG863
https://sprawdzam.afp.com/doc.afp.com.64JV3CQ
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The underlying AI model has undergone retraining to improve its performance. Previously, we 
recommended end-users to avoid using it in production because of false positives. The new version 
showed better results on one particular deepfake modality: face swapping, which was the main goal of 
the retraining as shown in Figure 57.  

 

Figure 57 Screenshot of a previous deepfake detection on a fake video of New Zealand PM Jacinda Ardern 

Early feedback received from fact-checkers emerged during a training session at the Global Fact 10 
conference in Seoul in June 2023. There, a prominent speaker publicly demonstrated the plugin’s 
limitations in deepfake detection, using a well-known deepfake video featuring American actor Morgan 
Freeman (see Figure 58 below).  

This incident underscored the need for greater precision concerning the specific types of deepfake 
manipulation the model was designed to detect. The word “deepfake” functions as a portmanteau, 
serving as an umbrella word for numerous manipulation methods that are fundamentally dissimilar. 

This is the case of the deepfake video featuring Morgan Freeman. Up to our knowledge, it is only detected 
as a deepfake by a lip-syncing method from the State University of New York at Buffalo’s DeepFake-o-
meter44. The inability of our vera.ai tool to detect lip-syncing stems from this being a relatively rare 
deepfake manipulation technique that was not included in its training data. 

 
44 https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter/  

https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter/
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Figure 58 Screenshot of a deepfake of Morgan Freeman 

Overall, the newly trained deepfake detector showed good performance to detect new samples 
circulating on social networks, including crypto-currencies scams and fake ads (see Figure 59 below).  

 

Figure 59 Combined view of a deepfake of Elon Mush on crypto-currencies and a deepfake of Taylor Swift promoting a fake ad 

Furthermore, the tool demonstrated improved performance in reducing the risk of previous false 
positives, for instance, by avoiding the misleading detection of “making-of” content as a deepfake, as 
exemplified by British TV Channel 4’s Queen Elizabeth deepfake creation process (Figure 60 below). 
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Figure 60 Screenshot of a correct non-detection of a deepfake “making-of”, broadcasted by British TV Channel 4 

Following the previous findings, we improved the interface by adding more details about the tool 
capabilities and by updating the warning as showcased in Figure 61 below.  

 

Figure 61 View of the improved Deepfake Video Detection service interface in the plugin 

The tool now clearly indicates its scope of capabilities (face swapping and face re-enactment) and informs 
users of both recent improvements and remaining limitations, including giving tips to overcome them 
(Figure 61). We also reused the scale, gauge and colour schema implemented in the synthetic image 
detection to harmonise the Verification Plugin layout. “The UI evolved making the results understandable 
without ambiguity, the introduction of the gauge instead of a colour-graded bar demonstrated to be a key 
upgrade in the UI,” according to EUDL’s investigators. Another significant enhancement introduced was 
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the capability to upload local files to the detector, given that the tool’s backend frequently encountered 
increasingly stringent scraping limitations imposed by platforms.  

In cycle 4, both EUDL and AFP reviewed more thoroughly the risk of false positives and found several 
flaws, especially with background faces in lower resolution videos.  

 

Figure 62 Evaluation screenshot of a deepfake false positive likely due to excessive compression of background faces 

The above example (Figure 62), coming from an AP video on a Kremlin ceremony, was identified by EUDL 
investigators. It exemplifies how background faces, often blurred in lower resolution online videos, are 
mistakenly identified as face swapping or re-enactment.  

 

Figure 63  Screenshot of an incorrect detection on a background face 
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The same kind of issues arose with political meetings in rallies of the 2024 US elections like in Figure 63 
above, showing a Trump meeting where background faces are mistakenly identified. Those kinds of errors 
should not mislead an experimented fact-checker but cast doubt about the use of the tool in a production 
environment beyond giving just an indication. The tool should be primarily utilized when face-swapping 
manipulation is suspected (as it can also be cross-detected through similarity search).  

We therefore updated the warning on top of the tool in the Verification Plugin to reflect our findings 
(Figure 64).  

 

Figure 64 Update of the warning message following evaluation findings 

In cycle 6, we were confronted with another risk: that of the tool being used and weaponised in a use case 
from Israel’s war on Gaza. A picture and two videos of a Palestinian journalist, covered with blood after 
an attack against a café in Gaza, in early July 2025, circulated online and went viral amid accusations of 
being staged. Both videos, one of them showing her removing blood from her face in a mirror, were 
detected as deepfakes, although there was no suspicion of face-swapping in both footages. We strongly 
recommended our fact-checking editor in charge to avoid using those results as a proof in such an 
uncertain situation.  

In our final survey, the Deepfake Video Detection tools achieved a score of 3.22 out of 5 on a Likert scale 
which reflects the difficulties encountered. This, in turn, reveals the complexity of deepfakes and their 
multiple underlying manipulation techniques, which require specifically trained ad-hoc detectors and 
make any attempt at universal detection very difficult.  
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6.3 Database of Known Fakes (DBKF)  

 

Figure 65 Language filtering, search query-related concepts pie-chart and timeline in DBKF 

The Database of Known Fakes (DBKF, Figure 65) is a searchable archive initially developed in the WeVerify 
Innovation action, where users can check whether a claim, image or video has already been debunked by 
trusted fact-checking sources (International Fact-Checking Network (IFCN) signatories). 

6.3.1 Participatory Evaluation 

The participatory evaluation of the Database of Known Fakes took place in February 2024 and focused on 
the functionality of multilingual search, and on results presentation in this service. The process included: 

● Internal testing to iron out usability issues that might get in the way of the evaluation. 

● Asynchronous testing in the users’ own time, with the help of user instructions and 
including a questionnaire with a qualitative focus that revealed themes of interest to testers. 

● Two live online sessions based on the questionnaire responses, aiming at exploration of the 
emerged themes. 

The evaluation included 14 users (6 journalists, 5 innovation experts, 1 broadcasting news director, and 2 
academic media researchers) from DW, SRG-SSR, France Télévisions, ERT, University of Siegen, and Ca' 
Foscari University of Venice – split into two evaluation groups. 
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User expectations were to be able to use this to search for debunked articles without having to rely on 
regular search engines and their many irrelevant search results, as well as do it fast with quick overviews 
of results and efficient language search support. 

These expectations were met in that the users found the tool easy to use, reliable since based on content 
from IFCN-members, and focused on relevant information without commercial interference. They 
considered that it could be incorporated into their workflow, provided a few changes were made in terms 
of filtering and a clearer overview in the information visualisation, as well as ideas for new functionalities 
(such as alerts for new items in a search and an automatic translation functionality). 

Based on evaluation feedback, the DBKF team made visible in the UI the AI-powered machine translations 
of search queries, which previously happened behind the scenes. This enables users to choose language(s) 
and to expect trustworthy search results. In terms of additional information visualisations, a separate tab 
in the search results page now features a timeline (to get a sense of how popular the search query was 
over time) and a pie chart of co-mentioned concepts, which are extracted by an AI algorithm (see Figure 
65 above).  

Besides considerations about language search, usability, and presentation of results, the key emerging 
themes central to this evaluation turned out to be trust and speed of use, which were considered as the 
most essential aspects in the use of this service. 

6.3.2 5.3.2 Design Thinking Evaluation 

The AFP team conducted two evaluations of the database during cycles 2 and 5. The first evaluation 
focused on the concept search (Figure 66), which had a recurring issue with mixing terms from different 
languages. This problem was resolved in the subsequent new release.  

 

Figure 66 Screenshot of the DBKF search interface with a query on “deep” concept 
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The concept search has been greatly enhanced by an auto-completion feature that streamlines the 
process of exploring the database. We found it particularly useful for retrieving deepfake examples to 
support a related study (Teyssou, 2025). Ultimately, the feature was very helpful, providing interesting 
information that complemented results from the Google Fact Check Explorer.45 

Regarding usability, we suggested that ONTO create a clearer distinction between concepts/events and 
the other filters. We made this recommendation because concepts and events retrieve different types of 
pre-processed documents, while faceted search filters are designed to refine an existing user query. 

This suggestion was later implemented effectively in the interface by introducing a "Semantic Search" 
section (containing Concepts and Event Types) separate from the standard refinement filters. 

Separately, we noted that concepts were not listed in alphabetical order. ONTO explained that this is 
intentional; they use a PageRank-style algorithm to display the most relevant concepts first, rather than 
sorting them alphabetically. 

When we tested the image similarity search using pictures from the database, we found it did not always 
retrieve every debunk associated with that image. The performance gap became clear when we compared 
the results to those from Google Fact Check Explorer. The ONTO team suggests a potential problem with 
image indexation during content ingestion could be the cause. 

This remains a significant concern, as the Verification Plugin uses this functionality to power its core 
automatic verification features for text, images, and videos. 

We improved the relevance of search results in the Verification Plugin Assistant by adjusting the textual 
similarity threshold to filter out unrelated content. 

Further testing during cycle 5 by EUDL researchers identified several other usability issues. They noted 
the date search is not straightforward, and retrieved claims are often sorted improperly. They also found 
that the chatbot's responses to queries were limited compared to those from a keyword search. 

6.4 Image Forensic Detection (AI methods)  

Partners CERTH and UNINA introduced in vera.ai new AI-based digital forensic methods to detect image 
forgery. The AFP team first tested those new methods through the partners’ demonstrator46 during cycle 
2, in March 2024. 

We tested among fake pictures a recent viral one showing the late Russian opponent Alexei Navalny47 
allegedly making a nazi salute in a demo, with the body covered with tattoos, including one of Adolf Hitler.  

This fake picture, although already debunked by Spanish fact-checker Maldita48 three years before, 
surfaced again aiming to tarnish Navalny’s memory at a time where his death was causing international 

 
45 https://toolbox.google.com/factcheck/explorer/  
46 https://mever.iti.gr/forensics/  
47 Navalny died as a political prisoner in a Western Siberia Russian prison on February 16, 2024. 
48 https://maldita.es/malditobulo/20210204/alexei-navalny-saludo-fascista/  

https://toolbox.google.com/factcheck/explorer/
https://mever.iti.gr/forensics/
https://maldita.es/malditobulo/20210204/alexei-navalny-saludo-fascista/
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outrage. It was debunked again49 via a similarity search that found a very similar picture depicting a 
Moscow rally against immigration. In that photo, the face of the main character was swapped and 
replaced by Navalny’s visage. 

Previous forensic methods were inconclusive and inoperant. Two AI-methods, MM-Fusion (CERTH) and 
TruFor (UNINA) were able to detect the forgery as shown by Figure 67 below.  

 

Figure 67 Forensic methods MM-Fusion and TruFor reveal the forgery of an Alexei Navalny’s fake picture 

Other experimental methods like OMGFuser or Noisesniffer (ENS) were not conclusive on the same 
picture (as shown in Figure 67 and Figure 68 respectively).  

 
49 https://faktencheck.afp.com/doc.afp.com.34L7742 , https://dpa-factchecking.com/netherlands/240222-99-
80195/ https://correctiv.org/faktencheck/2024/02/28/alexej-nawalny-zeigt-hitlergruss-nein-dieses-foto-ist-
manipuliert/  
https://observers.france24.com/en/fake-news-russian-activist-navalny-discredit-him-after-his-death  

https://faktencheck.afp.com/doc.afp.com.34L7742
https://dpa-factchecking.com/netherlands/240222-99-80195/
https://dpa-factchecking.com/netherlands/240222-99-80195/
https://correctiv.org/faktencheck/2024/02/28/alexej-nawalny-zeigt-hitlergruss-nein-dieses-foto-ist-manipuliert/
https://correctiv.org/faktencheck/2024/02/28/alexej-nawalny-zeigt-hitlergruss-nein-dieses-foto-ist-manipuliert/
https://observers.france24.com/en/fake-news-russian-activist-navalny-discredit-him-after-his-death
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Figure 68 A view of the Noisesniffer method published in IPOL Journal with the fake Navalny’s picture 

Following those preliminary tests, we integrated the AI-based methods into the Verification Plugin in 
version v0.80 and ran with partner EUDL new tests during cycle 4 and beyond. 

We started to include in our tests some real images to check the new methods against false positives. The 
picture below (Figure 69) shows the French actor Gérard Depardieu in front of the old harbour in 
Marseille. It was taken by the AFP news agency and posted on its social media accounts. Despite being a 
real photo, it was flagged as a forgery by all three new methods.  

 

Figure 69 A false positive on an AFP picture of French actor Gérard Depardieu in Marseille 
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Previous similar pictures not carrying the AFP logo, the photo number and the photographer’s name are 
not detected as such. The process of adding the logo, the number and the name was made with a simple 
JavaScript application.  

Two methods also detected as a forgery a copy (Figure 70) circulating on X social network of an iconic and 
offbeat AFP picture from the Olympic Games, taken during the surf competition in Tahiti’s Island (French 
Polynesia). A Brazilian surfer was captured levitating above the sea’s level with his surfboard positioned 
vertically a few feet to his right.  

 

Figure 70 A false positive on an AFP picture collected in HEIF during the Olympic Games 

The original copy from camera, retrieved from AFP, gives the same kind of false positive. The fact that the 
original image was collected in the more compressed HEIF format, then converted in JPEG format, 
therefore undergoing a double resampling (on colours and on re-compression) may have caused this 
detection. A humoristic forgery of the previous picture, shared on X, was paradoxically less detected as 
tampered when the surfboard was replaced by a shark (Figure 71). 
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Figure 71 Forensic analysis of a tampered image from an AFP picture of the Olympic Games 

The following example (Figure 72), which spread on social media in August 2024, was an effort by Trump’s 
detractors to symbolically link him to Hitler by falsifying an old, mirrored Roger Viollet picture and mocking 
his iconic rescue image after the assassination attempt he underwent. 

 

Figure 72 A juxtaposition of pictures to create a symbolic link between present and a fabricated past 

In that case, the forgery of the older picture was fully detected by both AI methods Trufor and MM-Fusion 
as shown in Figure 73 below.  
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Figure 73 View of a forgery detection by vera.ai forensic methods 

As with synthetic imagery, we again confront a similar dilemma: models capable of identifying previously 
undetected manipulations sometimes produce false positives that may mislead end-users. Investigating 
why certain authentic images are erroneously flagged as manipulated remains a critical area of research 
to improve the usability of these tools and facilitate their deployment within a fact-checking environment. 

We still managed to use those new filters in fact-checking production as complementary evidence to 
debunk a manipulation, as in the case (Figure 74) of a viral fake picture of the daughter of the King of 
Morocco50. 

 

Figure 74 Evidence of forgery detected by vera AI methods published in AFP Factuel 

 
50 https://factuel.afp.com/doc.afp.com.34ZK2PL  

https://factuel.afp.com/doc.afp.com.34ZK2PL
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Post-project plans will focus on investigating further false positives and especially pictures collected in 
HEIF format.  

6.5 CheckGIF 

The CheckGIF tool, a feature within the Verification Plugin, creates visual proof of image forgeries using a 
homography-based algorithm. This tool was developed in a previous project through a collaboration 
between AFP and ENS. The enhancements described here were evaluated with fact-checkers in cycle 3 
using the design thinking methodology. 

Our preceding deliverable, D2.1, highlighted a critical challenge: the time gap between the appearance of 
misinformation and its debunking by fact-checkers. It cited a study on the 2020 U.S. elections by the 
Integrity Institute, which stated that "fact-checkers need a suite of tools... to help increase their efficiency 
if they are able to keep up with the speed of misinformation on platforms." 

Following discussions with fact-checkers in the AFP newsroom, we added the option to export CheckGIF 
results as MP4 videos. This enhancement was designed to overcome the structural limitations of legacy 
content management systems (CMS) that do not support GIFs and to facilitate the tool's adoption by 
television networks and other mainstream media. 

We first showcased the concept of "building timely visual evidence of forgeries" with CheckGIF at the 
EDMO conference on May 25, 2023, demonstrating its application on both images and video keyframes 
(as shown in Figure 75).  

 

Figure 75 Copy of the CheckGIF slides shown at the EDMO conference 2023 
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Subsequently, at Global Fact 10 in Seoul, renowned fact-checker Craig Silverman featured CheckGIF in his 
masterclass on digital investigation tools, specifically using it on video keyframes51. In a breakout session 
with 50 fact-checkers that same day, we presented several prototypes for an annotation layer, proposing 
the resulting animation as an immediate, shareable proof of forgery to curb disinformation on social 
media (Figure 76). The feedback was overwhelmingly positive, with attendees recommending a simple 
indicator to label the fake image and, if possible, coloured outlines to highlight the manipulated areas. 

 

Figure 76 Slide of the vera.ai project presentation at Global Fact 10 showing CheckGIF annotations 

Six months later, in early December, we presented these prototypes again at the Google Trusted Media 
APAC Summit 2023 in Singapore, gathering feedback from the 60 Asian fact-checkers in attendance. 

The enhanced feature, which includes the annotation layer, was finally released in the Verification Plugin 
v0.80 in early June 2024 after a final internal evaluation at AFP. This launch was strategically timed three 
weeks before our workshop at Global Fact 11 in Sarajevo (Figure 77), where it was also well received by 
the 70 fact-checkers present. 

 
51 https://x.com/dteyssou/status/1674574372034711553  

https://x.com/dteyssou/status/1674574372034711553
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Figure 77 Copy of a slide presenting the CheckGIF feature with an annotation layer 

In mid-July 2024, AFP published a visual proof of forgery using a CheckGIF video on a picture mocking the 
assassination attempt of the then candidate to the U.S. presidency Donald Trump, in French, Brazilian and 
Greek fact-checking articles52 and on X53 network. 

In our final survey, CheckGIF scored 3.51 out of 5 on a Likert scale and one respondent said that it “enables 
more intuitive image comparison”. 

As the vera.ai project concludes, we have two primary objectives for CheckGIF: 

● Resolve geometric inconsistencies: We need to fix an issue reported by AFP fact-checkers in Latin 
America where white strips can appear around the GIF when the source images have significantly 
different dimensions. 

● Create a video tutorial: In collaboration with digitalcourses.afp.com, we plan to produce a tutorial 
to further promote the tool's adoption. We've observed that while the MP4 format is more 
compatible than GIF, fact-checkers often lack direct control over their website settings to enable 
video looping, which is essential for simulating an animated GIF. The tutorial will aim to address 
such practical challenges. 

 
52 https://factuel.afp.com/doc.afp.com.36479ZG, https://checamos.afp.com/doc.afp.com.364B9JK , 
https://factcheckgreek.afp.com/doc.afp.com.364B4EJ   
53 https://x.com/AfpFactuel/status/1812868402207154665  

https://factuel.afp.com/doc.afp.com.36479ZG
https://checamos.afp.com/doc.afp.com.364B9JK
https://factcheckgreek.afp.com/doc.afp.com.364B4EJ
https://x.com/AfpFactuel/status/1812868402207154665
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6.6 Verification Plugin Assistant Credibility Signals Detection 

The Verification Plugin Assistant is a suite of tools designed to help users determine which analysis tools 
are appropriate for their submitted content. By connecting to external services like the DBKF, it also 
provides alerts and warnings regarding the website or content under review. 

The Assistant was first integrated into the Verification Plugin during the WeVerify project. The primary 
goal within vera.ai was to enhance this feature by adding a Credibility Signals Detection Service. This 
service analyses various attributes of the content, including its: 

● Topic,  
● Genre (factual or opinionated),  
● Persuasion techniques (though linguistic categories),  
● Subjectivity (whether the text is objective or subjective tone, 
● A machine generated text detector (aiming to detect if the text is AI-generated). 

This comprehensive analysis can be initiated in two ways: directly from the plugin’s launcher menu with 
the option “Assistant for current page” option, or through the Assistant interface by providing a link or a 
local file (such as a photo or a video). 

6.6.1 Design Thinking Evaluation 

The initial evaluation of the Assistant's new features took place during cycle 1. The AFP team identified 
several key issues to be addressed: 

● Issues with text extraction: The extracted text was sometimes messy, including raw code snippets 
(e.g., HTML, JSON) alongside the actual content. 

● Issues with named entities: Named entities, labelled as "Test Topics," were not clickable and often 
had concatenation errors (missing spaces between words). We suggested linking these entities to 
a knowledge base like DBpedia to add functionality. 

● Inconsistent technique detection: The detected persuasion techniques were not linked to the 
specific text segments where they appeared. The analysis frequently flagged very short phrases 
while overlooking other relevant sentences (Figure 78 below). 

● Difficulty in genre classification: The system struggled to accurately determine the genre of a news 
article, especially when the content mixed reporting on current events with background 
information, such as quotes and statements as shown in Figure 79 below. 
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Figure 78 Evaluator-annotated screenshot outlining issues in persuasion techniques detection 

 

 

Figure 79 Evaluator-annotated screenshot revealing the difficulty to determine the genre of an article 
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More usability issues were reported in cycle 3:  

● Topic detection and genre can be inaccurate as it is sometimes based on very short text fragments 
like photo captions, as illustrated by an evaluator screenshot below (Figure 80) 

● Categorizing truncated quotes from third party publications remains challenging (Figure 81).  
● The system often misidentifies the common journalistic practice of repeating a headline as the 

lead text, flagging this simple repetition as a persuasion technique. 

 

Figure 80 Screenshot of the genre detection of a misleading article of Russian publication SputnikGlobe 

 

 

Figure 81 Annotated screenshot with a truncated quote from SputnikGlobe 
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As an evaluation experiment, we then analysed the same SputnikGlobe article54 through several LLMs.  

We prompted Gemini Advanced (Google), ChatGPT-4o (OpenAI) and Claude (Anthropic) asking on the 
same above article “Is the following text a factual report or a propaganda news article?”. 

While Gemini responded “I’m still learning how to answer this question, try Google Search”, the two 
others clearly stated that this piece of text appears to be a propaganda news article rather than a factual 
report, identifying globally biased language, selective and cherry-picked quotations, one-sided 
perspective, lack of original repetition of negative points, Russian perspective, Framing and emotive 
screenshots. 

In cycle 4, we made a key usability recommendation to address the confusing way the system displays 
confidence scores for detected persuasion techniques. The existing design used a multiple scale, where 
an initial indicator showed the detection of a technique, while a separate colour scale showed the 
confidence level as shown in the following screenshot (Figure 82).  

 

Figure 82 Screenshot of the multiple scale to present a persuasion technique detection 

 

 
54 https://web.archive.org/web/20250103215335/https://sputnikglobe.com/20240617/zelenskys-disappointing-
peace-summit-mirrors-russias-continuing-power---western-media-1118994797.html  

https://web.archive.org/web/20250103215335/https://sputnikglobe.com/20240617/zelenskys-disappointing-peace-summit-mirrors-russias-continuing-power---western-media-1118994797.html
https://web.archive.org/web/20250103215335/https://sputnikglobe.com/20240617/zelenskys-disappointing-peace-summit-mirrors-russias-continuing-power---western-media-1118994797.html
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This approach increases the user's cognitive load and complicates interpretation, as the initial detection 
is finally qualified by the secondary colour indicator. To simplify this, we recommended merging the two 
indicators into a single, unified scale, such as a common slider that could clearly display the confidence 
score for each detection with a certain level of confidence. 

Regarding colour schemes, we recommended adopting the traffic light veracity labels and gauges already 
used in synthetic image detection and deepfake detection within the Verification Plugin. This approach 
would ensure a consistent user experience across the different tools. 

Furthermore, a test of the Machine Generated Text Service with a senior AFP fact-checking trainer in 
Hong-Kong proved successful. On a fact-check from the Philippines55, we were asked to check if the 
content of this archive post initially published on Facebook56 and already debunked because of the GenAI 
image, could be machine generated. The vera.ai detector gave a score of 76% AI-generated for this text, 
in line with the results of a dozen other online detectors. 

To work around the stability issue we faced in the integrated Machine Generated Text Detection service 
in cycle 5, we added a standalone instance to the plugin. This separate tool allowed us to proceed with a 
more flexible evaluation using any text input, independent of the Assistant. 

In cycle 6, we discovered a significant usability issue with the service's output. The tool provides two 
different analyses: a visible, more accurate overall score for the entire text and a hidden, sentence-by-
sentence score used to highlight potentially generated phrases. This created a contradiction in a use case 
submitted by an AFP fact-checker who was trying to determine if a Russian website was real media or not. 
The service returned a global score of 0% (human-written), yet several sentences were coloured as 
problematic based on an undisplayed sentence-level score of 55.46%. As exemplified in Figure 82 below, 
this large gap between the two detection scores is quite confusing for the end-user. 

In our final survey, the Assistant was praised for “making specific actions on a website easier” and received 
a global note of 3.56 on a Likert scale.   

Post-project plans on credibility signals will focus on testing further LLMs reasoning and efficiency to 
analyse persuasion technique, subjectivity and genre. More tests are needed on machine-generated text 
to propose explanations without the confusion of a double scale between chunks and sentences (Figure 
83). 

 

 
55 https://factcheck.afp.com/doc.afp.com.38MD3WD  
56 https://mvau.lt/media/883eebe8-bae2-4913-97fa-5b45bca4fca2  

https://factcheck.afp.com/doc.afp.com.38MD3WD
https://mvau.lt/media/883eebe8-bae2-4913-97fa-5b45bca4fca2
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Figure 83 Screenshot of a Machine Generated Text Detection showing a gap between the score and explainability 

6.6.2 Participatory Evaluation 

 

Figure 84 Persuasion techniques analysis of a fake news article in the Credibility Signals Assistant 
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The participatory evaluation of the Assistant took place in June 2025 and focused on 3 different aspects 
of the analysis of a text’s credibility: the persuasion techniques used in its writing, the likelihood of the 
text being machine-generated, and on authorship detection – these aspects being among the main 
indicators that the text might have been written with the intention to deceive (based on studies of how 
current disinformation texts are produced) (Srba et al., 2025). 

The group of end-users we worked with consisted of 10 news media professionals and researchers from 
OSINT, France Télévisions, University of Siegen, RTVE, Atresmedia, Radio France, and Radio Romania. The 
users were provided with guidelines and with an exercise: the analysis (by themselves and with the 
service) of a blinded text in Spanish about a so-called “ban on almond milk” supposedly taking place in 
Spain in a few months. This text was AI-generated using ChatGPT and a prompt requesting the use of 
persuasion techniques and of credible sources. Users were also encouraged to try the service on their 
own texts and during the session they were presented with a demo of the authorship detection service. 

The evaluation focused on user expectations, usability, the usefulness of the signals used in the analysis, 
the level of granularity in the presented results, whether and to what extent the tool changed or 
confirmed their initial analysis, whether users preferred to be provided with aggregated results vs. raw 
results as clues to help them decide themselves, and on discussions on possible use cases (in particular 
the authorship detection). 

In terms of analysing the ‘almond milk’ text, the tool recognised a number of persuasion techniques that 
had indeed been used in the text (such as appeal to authority, loaded language, and appeal to 
fear/prejudice), and correctly determined that the text was machine-generated. Users on the other end 
were undecided about the origin of the text, while analysing the text themselves. They relied on their own 
knowledge of recent news and on other analogue analysis techniques: since they had never heard of a 
ban on almond milk, they were indeed suspicious. The fact that some of the sources were cited excessively 
(which the tool also flagged under the signal ‘repetition’) and that some seemed irrelevant also tipped 
them off, but without being able to know more about the source of the article and similarly relevant 
context, they were undecided about its authenticity. Once presented with the tool’s results, they were 
able to refine their conclusions based on the highlighted persuasion techniques (Figure 84).  

Key takeaways for the evaluation were the following: 

● Information overload: Users were overwhelmed by the amount of information provided about 
the text and requested more balance: for instance an option to go from a broad overview 
(foregrounding core information) to a deeper analysis, i.e. from highlights of the most relevant 
persuasion techniques to more details about them and a greater number of signals. 

● Usability and suggested functionalities: A more careful and hierarchical use of colour-coding 
should be used to highlight the most important pieces of information, but used sparingly, as 
highlighting too much is equivalent to highlighting nothing at all. The level of granularity also 
affected how fast they could use the tool. Multilingual translations need to be integrated into the 
tool itself rather than bringing the user outside of it to a different service. Finally, a suggestion 
was made to integrate the tool with a video transcript one to be able to also analyse videos 
besides text. 
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● Aggregation vs. support through clues: This need to reduce information overload should be 
balanced with a preference from the users to use the tool as a support to their own investigation 
through clues, rather than be provided with an aggregated summarised result. The tool should 
also provide guidance in how to interpret the clues. 

● Authenticity: After using the service on their own organisation’s news articles, some users 
discussed whether the use of persuasion techniques in a text can always be linked to an intention 
to deceive. Texts relaying important information for the public good or that report on facts that 
might be perceived as improbable, might for instance use a larger number of persuasion 
techniques than average due to the need to convince the reader of the facts’ veracity. This aspect, 
which should be highlighted in the tool, is linked to the previous point about needing guidance in 
interpretation. 

● Importance of context: The evaluation highlighted the users’ reliance on contextual information, 
and thereby the need for contextual signal analysis as part of the service. The hierarchy of which 
signals to focus on vs. deprecate was however difficult to determine and a final decision was not 
reached. 

● Usefulness of MGT detection: Although the detection of machine-generated text proved useful 
as a clue to determine the validity (or rather lack thereof) the example text, users pointed out 
that it was not a key signal in determining deceit, as sometimes MGT is used as a way to simplify 
a writing workflow and not necessarily as part of a disinformation attempt. The need for results 
granularity in the MGT detection was expressed, as the users were testing a version of the tool 
that was only providing a percentage of likelihood.  

● Authorship use cases: The main use cases for this signal was to help determine the identity of an 
anonymous source and to cross-check the identity of an alleged author. 

The results of this evaluation confirmed several principles of the design framework (see section 2.1.2), 
such as the need for such tools to support rather than replace the end-user’s analysis processes, to focus 
on meaningful rather than exhaustive information, as well as the importance of speed of use, 
explainability, and intuitive information visualisation, and finally, the need for differentiated levels of use 
(from general to detailed). 

MGT is also integrated in Truly Media (see Figure 85) and was subject to an expert testing with journalists 
and designers in August 2024. This led to insights about usability, transparency and trustworthiness. While 
the service was considered easy to use, participants lack use cases for MGT individually and consider the 
combination with other credibility signals as promising. Overall the provision of the service by trusted 
partners is perceived as trustworthy, still users wished for more information about the decision-making 
of the service.  
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Figure 85 MGT service integrated in Truly Media 

6.7 Location Extraction / Geolocalizer 

The Location Extraction service (called Geolocalizer in the Verification Plugin) aims to infer the 
geographical location of a query image, using the visual content of the image. 

6.7.1 Participatory Evaluation 

In May 2025, the CERTH demonstrator in its standalone version (Figure 86) was subject of a participatory 
evaluation with seven expert testers from DW with extensive experience in tools (some even in their 
development) that support the geolocation tasks of journalists. They have backgrounds in innovation 
management, fact-checking, academic research and AI development. The goal of this evaluation was to 
explore the tools usefulness in its current state for journalism and focus on potential improvements. 
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Figure 86 Location Extraction interface in standalone version 

Like for other evaluations, testers were provided with instructions and access to the service about a week 
prior to a remote exchange. This gave them enough time to familiarise themselves with the service and 
collect individual feedback. Within the remote exchange testers provided their feedback on a whiteboard, 
followed by a discussion. The synthesized results are described in the following paragraphs. 

The general aim of the service was perceived as useful. This is realized due to aspects like the speed of 
analysis, easy understanding and use of the service. Displaying related images to a submitted image adds 
to the trustworthiness of estimated locations. This positive feedback was however provided under the 
condition that it is only then a useful tool, if the accuracy is right.  

It is thus not surprising that several aspects that currently get in the way of the service’s usefulness target 
trustworthiness. For example, the service is perceived as a black box in how it reaches a certain conclusion 
and that it is unclear what the percentage rate of an estimated location means. It additionally seems like 
the service is supporting the detection of an area instead of its intention to provide an exact location.   

Testers had several ideas on how to improve the location estimation's usefulness across the areas of 
trustworthiness and UI/UX: 

● Add explanations and further clues on how the service works, why a location was chosen and 
how to interpret the percentages and locations found. 

● Provide documentation and information on training, e.g. allow for easier access to publications. 

● Search/insert data: allow for more file formats, allow for users to fine grain the search in order 
to get better results, e.g. if a user knows the region of the image already. 

● Related images: show sources and actual locations. 
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● Display of results/map: facilitate navigation on map as known from other maps, show map in 
satellite view by default, make streetview access easier and provide coordinates to estimated 
locations. 

● Result processing: allow for users to correct the process afterwards to get more accurate results, 
enable further analyses, and provide export options. 

● Connection to other services: follow up action needed to allow the user to continue its search, 
e.g. team up with services like SPOT57. 

As this service is also integrated in the Verification Plugin, the results were made available to the 
developing partner to improve the standalone version but also integration partner to improve UI/UX in 
the plugin.  

This evaluation supports several takeaways from other sessions regarding the design of AI-based services. 
For example, the need for users to be able to easily cross-check results and the familiarity in result 
provision (e.g. in this case through satellite view and navigation of the map). Furthermore, it shows how 
important it is for users to seamlessly move from one tool to another to efficiently verify content. 

6.7.2 Design Thinking Evaluation 

The Geolocalizer tool, initially created in the WeVerify project58 has been integrated into the Verification 
Plugin since the Plugin v0.77 in mid-October 2023 for evaluation. Due to its inconsistent previous 
performance, the tool was restricted to beta testers for benchmarking geolocation services. For this 
reason, the feature's description warned against using it in production until further notice (Figure 87). 

The tool’s underlying model was retrained by CERTH during vera.ai and the new updated service became 
available for evaluation in cycle 5 and cycle 6. To evaluate the Geolocaliser’s performance, we built a 
dataset of smartphone pictures taken with geotagging. This dataset served as our ground truth, allowing 
us to estimate the deviation (through a Haversine distance59) between the model’s predictions and the 
image-coded GPS coordinates. 

Our initial results from cycle 5’s evaluation encouraged us to continue our work by building a 
geographically diverse bigger dataset of over 100 photos. We also enhanced the Geolocalizer interface by 
adding an upload option and updating the tool presentation (as shown in figure 85 below since plugin 
v0.85) as well as the predictions display.  

The upload functionality was extended to many features after the plugin middleware’s logs revealed that 
a substantial number of links were resulting in processing errors when the remote API was unable to fetch 
the content. Therefore, providing an upload feature allows end-users to bypass limitations imposed by 
websites and platforms – restrictions that have been significantly tightened since the rise of generative AI 
and strong concerns over the unauthorized use of online images. 

 
57 https://www.findthatspot.io/   
58 https://weverify.eu/#  
59 https://en.wikipedia.org/wiki/Haversine_formula  

https://www.findthatspot.io/
https://weverify.eu/
https://en.wikipedia.org/wiki/Haversine_formula
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Figure 87 Screenshot of the Geolocalizer feature in the Verification Plugin with an updated warning 

Our evaluation dataset of 105 images gave the following results on 202 predictions60 in Table 9 below:   

Table 9 Overall predictions achieved for the ground truth dataset 

Geolocation performance Metrics 

Average confidence score 37% 

Average Haversine distance 565.69 km 

Median Haversine distance 12.01 km 

Percentage of predictions < 5 km 34.65% 

Bigger Haversine distance (worst result) 17691.64 km 

Smallest Haversine distance (best result) 0.045 km 

Correlation coefficient (between confidence and 
Haversine distance) 

-0.23 

 

The best result (Figure 88) was obtained on a photo of the old city of Dubrovnik (Croatia) with a precision 
of 45 meters despite a confidence score of 49.57%, while the worst result was the fifth estimation (with a 
low confidence score of 10.64%) of a photo initially taken in Botafogo (Rio de Janeiro). Three out of five 
predictions put the same photo in Rio de Janeiro (one at only 1.38 km of distance from the GPS 
coordinates, with a confidence score of 18.01%), while two others put it in Hong Kong or near Macao.  

 

 
60 The model may propose several predictions for an image. 
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Figure 88 View of the best geolocalisation result obtained during evaluation 

To eliminate the bias of the model’s multiple predictions, we duplicated our dataset and kept only the 
best prediction, which was not necessarily the highest confidence score as shown by the weak negative 
correlation coefficient between the confidence score and the Haversine distance, suggesting that the 
relationship between the two is not very strong or consistent.  

Using the same dataset but keeping only the best prediction of each image, we got better results 
showcased in Table 10 below:  

Table 10 Best predictions achieved for each image of the ground truth dataset 

Geolocation Performance on first prediction Metrics 

Average confidence score 51% 

Average Haversine distance 266.41 km 

Median Haversine distance 3.88 km 

Percentage of predictions < 5 km 55.24% 

Bigger Haversine distance (worst result) 9567.38 km 

Smallest Haversine distance (best result) 0.045 km 

Correlation coefficient (between confidence and 
Haversine distance) 

-0.25 
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The above table 10 gives a better overview of the tool performance as well as the chart below (Figure 89).  

 

Figure 89 Graph showing the rapid decrease of the erroneous predictions 

The above curb shows a rapid decrease of the erroneous predictions. In fact, 79% of the geolocation 
predictions of our dataset are within a precision of 16 km. 

The 3 main errors or hallucinations of the model (all 3 predictions above 5,000 km with a confidence score 
below 20%) come from geographically diverse pictures (a view of Park Güell in Barcelona predicted in San 
Francisco, a view of the Salses Fortress (France) located in Jaipur, India, and a seaside landscape from 
Tamarindo Bay (Costa Rica) located in the sea off the Oregon (USA) coast). While the third one, a generic 
sea landscape, was difficult to spot, the two others are well-known sites with pages and photographs 
available on Wikipedia.  

For post-project plans, relying more systematically on Wikimedia Commons to upgrade the training 
dataset could be an interesting approach to improve the current feature. Improving the correlation 
coefficient between the prediction and the confidence score would be particularly interesting, as it would 
allow us to filter results through a threshold in the user interface. 

To conclude this section, we examine a compelling case from our cycle 5 testing phase that underscores 
the complexities surrounding generative AI's photorealism and its associated detection and geolocation 
challenges. In early 2025, an AI-generated image depicting a potential explosion on the Greek island of 
Santorini61 went viral on social media, coinciding with authentic seismic disturbances on the island. 

 
61 https://www.volcanocafe.org/santorini-beauty-and-the-beast/comment-page-1/  

https://www.volcanocafe.org/santorini-beauty-and-the-beast/comment-page-1/
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Although three of our consortium's models correctly flagged the image as AI-generated, its visual content 
was still “accurately” geolocated to Santorini (Figure 90). This example demonstrates the impressive 
realism that GenAI can achieve. Furthermore, it exposes a significant paradox and challenge for detection 
models, especially when dealing with the output of nested AI systems. 

 

Figure 90 A view of an GenAI image logically but paradoxically geolocated in Santorini 
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7 Conclusion: Insight, Challenges and Lessons Learned 
We consider that through the insights that were gained thanks to these evaluation activities and the 
significant improvements they led to, the evaluation process achieved its goals, and was therefore 
successful. 

Our evaluation work was largely conducted through an iterative process using real-world data and 
involved supporting high-impact fact-checking operations. This approach allowed us to address the ever-
evolving verification challenges posed by multimodal Generative AI.  

Particular emphasis was placed on mitigating and avoiding false positives, a critical ethical consideration 
given the reputational risk to fact-checking organisations and the potential for results to be weaponised 
in polemical online debates.  

This focus reflects our commitment to developing responsible and constructive verification tools. Or to 
say it more trivially, to be part of the solution, not of the problem. 

Following months of refinement, and as a direct result of this evaluation, several vera.ai tools integrated 
into the Verification Plugin and Truly Media are now used by thousands of fact-checkers, journalists, and 
researchers worldwide.  

As a result of the Verification Plugin designed, “by fact-checkers for fact-checkers”, screenshots of tools’ 
results are frequently published by fact-checking publications as proof of forgery. While limitations 
remain, we have identified them; overcoming these will be part of our post-project plans and future 
research. 

Furthermore, this project has yielded significant insights into the disruptions caused by Generative AI, 
including new file formats and novel manipulation techniques, such as the AI-driven modification of real 
images or video keyframes. 

In terms of practice, we found that GenAI content is transforming the work of fact-checking. Beyond the 
classical "fake or real" claim, fact-checkers are often trying to respond to another nested claim: "is the 
content AI-generated or not". Such AI-related claims are spreading on social networks, sometimes as a 
tactic to denigrate legitimate content. 

Then, regarding our knowledge of AI tools, our latest experiments are paving the way for a new generation 
of specialised AI agents to support further fact-checking and information verification at large. 

In addition to this, the insights gained with regards to user workflow and professional-level needs helped 
us develop a design framework for trustworthy-by-design AI-based fact-checking tools (see Section 2.1.2), 
which is of benefit to both the AI HCI (human-computer interaction) and fact-checking communities. 
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