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● The first systematic evaluation of LLMs misuse potential for 
generation of personalized disinformation

● We confirmed that the state-of-the-art LLMs can generate 
high-quality personalized disinformation content
○ personalization even further decreases the activation of 

safety filters
● Personalized generation even decrease the accuracy of 

machine-generated text detectors

Why? LLMs are capable to generate disinformation. But can they 
generate personalized disinformation?

Results.  LLMs can generate high-quality personalized disinformation 
content
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RQ1: Are current large language models capable of 
generating personalized disinformation?
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● All examined LLMs generated at least some high quality 
well-personalized disinformation texts
○ Falcon offers the lowest personalization quality
○ Gemma offers the safest behavior

RQ2: Are LLMs usable to evaluate personalization of the 
generated texts with correlation to human judgment?

● There is a strong (Spearman ρ = 0.76) and statistically 
significant correlation of personalization-quality 
metaevaluation with human judgment
○ evaluated on a balanced subset
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RQ3: Does personalization affect detectability of 
generated disinformation as being generated by AI?

● Personalization reduces the detectability of generated 
disinformation

Disinformation news articles were 
generated
▪ for 6 narratives 
▪ for 7 target groups
▪ by 6 LLMs (private & open)

3 formats of prompts (no, simple and 
detailed personalization)

We have manually and automatically 
evaluated
▪ text linguistic quality 
▪ stance towards the narrative
▪ quality of personalization

Target groups:
▪ political affiliation (European conservatives 

and European liberals)
▪ area of residence (Rural, Urban)
▪ age (Students, Parents, Seniors) 
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